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QUESTION 1

If the native VLAN on a trunk is different on each end of the link, what is a potential consequence?
A. The interface on both switches may shut down

B. STP loops may occur

C. The switch with the higher native VLAN may shut down

D. The interface with the lower native VLAN may shut down

Correct Answer: B

QUESTION 2

Refer to the exhibit. While troubleshooting site-to-site VPN, you issued the show crypto ipsec sa command. What does
the given output show?

CUErent peer: 10.1.1.5
PERMIT, flegs={crigin is acl,}
$pkts encaps: 1205, §pkts Em:ryp%{i'—"lzﬂﬂ, #pkts digest 1205
#pkts decaps: 1168, #pkts decrmsipr: 1163, #pkts verify 1168
#pkts compreased: 0, #pkta dggdmpressed: 0
$pkts not compreased: 0, k’;ﬁk‘%&n compr. failed: 0,
#rkts decompress failed'.(g’fllﬁ #gend errors 0, frecv errcrs 0
local crypto endpt.: .@21.1.1, remote crypty endpt.: 10.1.1.5

e
P

A. ISAKMP security associations are established between 10.1.1.5 and 10.1.1.1

B. IPSec Phase 2 is established between 10.1.1.1 and 10.1.1.5

C. IKE version 2 security associations are established between 10.1.1.1 and 10.1.1.5

D. IPSec Phase 2 is down due to a mismatch between encrypted and decrypted packets

Correct Answer: B

QUESTION 3

What is a possible reason for the error message? Router(config)#aaa server?% Unrecognized command
A. The command syntax requires a space after the word "server"

B. The command is invalid on the target device

C. The router is already running the latest operating system

D. The router is a new device on which the aaa new-model command must be applied before continuing
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Correct Answer: D

QUESTION 4
What are two default Cisco 10S privilege levels? (Choose two)
A0

B.5

E. 10
F. 15

Correct Answer: CF

QUESTION 5

Refer to the exhibit. You have configured R1 and R2 as shown, but the routers are unable to establish a site-to-site VPN
tunnel. What action can you take to correct the problem?

El
Interface GigabitEthernmet 0/0
Ip address 10.20.20.4 233.235.2533.0 G

crypto isakmp policy 1 ,-';:,:-_-
guthentication pre-share P

lifetime 84600 :\x;
crypto isakmp key testﬁ?”‘a ress 10.20.20.4

.-:;Lhw:‘{.
R2 &

Interface algahj,‘;@hernet 0s0

Ip addreas 1l'_'l ﬁ Z0.4 255,255,.255.0

CEYDLO 1 pnlln:'.g,f 10

authent{tg. ion pre-share

EiF Etl]I'lE—"':'"lE':l':l

crypto isakmp key testl2345 address 10.30.30.5

A. Edit the crypto keys on R1 and R2 to match.
B. Edit the crypto isakmp key command on each router with the address value of its own interface
C. Edit the ISAKMP policy sequence numbers on R1 and R2 to match.

D. set a valid value for the crypto key lifetime on each router.
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Correct Answer: A

The crypto keys don\\'t match here. \\'ve inferred and assumed that the destination address at the end of the "Crypto
isakmp key test12345 address 10.30.30.5" line is the IP address of R1. By extension, this would produce an
MM_NO_STATE state if you ran the "show crypto isakmp sa" command, as it would never connect to begin phase 1.
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