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QUESTION 1

Refer to the exhibit. 

Which host is likely connecting to a malicious site? 

A. 10.0.1.10 

B. 10.0.1.1 

C. 10.0.1.2 

D. 10.0.1.20 

Correct Answer: B 

 

QUESTION 2

Which two useful pieces of information can be collected from the IPv4 protocol header? (Choose two.) 

A. UDP port which the traffic is destined 
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B. source IP address of the packet 

C. UDP port from which the traffic is sourced 

D. TCP port from which the traffic was source 

E. destination IP address of the packet 

Correct Answer: BE 

 

QUESTION 3

Which feature is used to find possible vulnerable services running on a server? 

A. CPU utilization 

B. security policy 

C. temporary internet files 

D. listening ports 

Correct Answer: D 

 

QUESTION 4

Where do you navigate in Wireshark to download files? 

A. File > Export text 

B. File > Export Binaries 

C. File > Export Files 

D. File > Export Objects 

Correct Answer: D 

 

QUESTION 5

Which of the following is not true regarding the use of digital evidence? 

A. Digital forensics evidence provides implications and extrapolations that may assist in proving some key fact of the
case. 

B. Digital evidence helps legal teams and the court develop reliable hypotheses or theories as to the committer of the
crime or threat actor. 

C. The reliability of the digital evidence is vital to supporting or refuting any hypothesis put forward, including the
attribution of threat actors. 
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D. The reliability of the digital evidence is not as important as someone\\'s testimony to supporting or refuting any
hypothesis put forward, including the attribution of threat actors. 

Correct Answer: D 
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