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QUESTION 1

Which of the following are the three broad categories of cybersecurity investigations? 

A. Public, private, and individual investigations 

B. Judiciary, private, and individual investigations 

C. Public, private, and corporate investigations 

D. Government, corporate, and private investigations 

Correct Answer: A 

 

QUESTION 2

According to NIST SP800-86, which action describes volatile data collection? 

A. collection of data before a system reboot 

B. collection of data that contains malware 

C. collection of data during a system reboot 

D. collection of data after a system reboot 

Correct Answer: A 

 

QUESTION 3

Which of the following Linux file systems not only supports journaling but also modifies important data structures of the
file system, such as the ones destined to store the file data for better performance and reliability? 

A. GRUB 

B. LILO 

C. Ext4 

D. FAT32 

Correct Answer: C 

 

QUESTION 4
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Refer to the exhibit. Which description of the IP addresses under the Trajectory section is true? 

A. victim systems running Microsoft Word 

B. spoofed IP addresses 

C. victim systems running Adobe Acrobat 

D. attackers 

Correct Answer: A 

 

QUESTION 5

Which source provides reports of vulnerabilities in software and hardware to a Security Operations Center? 

A. Analysis Center 

B. National CSIRT 

C. Internal CSIRT 

D. Physical Security 

Correct Answer: C 
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