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QUESTION 1

Which two elements are used for profiling a network? (Choose two.)
A. total throughout

B. session duration

C. running processes

D. OS fingerprint

E. listening ports

Correct Answer: DE

QUESTION 2

Refer to the exhibit. Which item is depicted in this output?

Description: Nc Such Agency Collector
Destination: 10.255.255.100
Destination UDE Port 2055
Source Interface V1ianl0 {(10.10.10.5)
Export Version 5
Exporter Statistics
Number of Flow Records Exported 726
Number of Templates Exported 1
Mumbcxr of Export Packcts Scnt 37
Number of Export Bytes Sent 38712
Number of Cestination Unreachable Events 0O
Number of Ko Buffer Events 0
Number of Fackets Dropped (No Route to Host) O
Number of Fackets Dropped (other] 0O
Number of Fackets Dropped (LC to RP Error) [
Number of Fackets Dropped (Cutput Drops) O

Time Statistics were last cleared: Thu Mar 5 21:12:06 2018

A. Windows Security audit log
B. NetFlow data
C. packet capture exported text

D. VLAN 10 traffic
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Correct Answer: B

QUESTION 3

How is confidentiality defined in the CVSS v3.0 framework?

A. confidentiality of the information resource managed by person due to an unsuccessfully exploited vulnerability
B. confidentiality of the information resource managed by a person due to a successfully vulnerability

C. confidentiality of the information resources managed by a software component due to a successfully exploited
vulnerability

D. confidentiality of the information resource managed by a software component due to an unsuccessfully exploited
vulnerability

Correct Answer: C

QUESTION 4

Which file is allocated with 32 bits?
A.NTFS

B. FAT32

C. FAT

D. EXT4

Correct Answer: B

QUESTION 5
Which of the following is not true regarding the use of digital evidence?

A. Digital forensics evidence provides implications and extrapolations that may assist in proving some key fact of the
case.

B. Digital evidence helps legal teams and the court develop reliable hypotheses or theories as to the committer of the
crime or threat actor.

C. The reliability of the digital evidence is vital to supporting or refuting any hypothesis put forward, including the
attribution of threat actors.

D. The reliability of the digital evidence is not as important as someone\\'s testimony to supporting or refuting any
hypothesis put forward, including the attribution of threat actors.

Correct Answer: D
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