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QUESTION 1

Which of the following is an example of a traffic substitution and insertion attack? 

A. Inputting more characters than requested 

B. Using functions and classes 

C. Changing spaces with tabs 

D. Inputting wildcard characters 

Correct Answer: C 

 

QUESTION 2

Which one of the following options describes the protocol and port that is used by DNS? 

A. TCP 53 

B. UDP 53 

C. UDP 53 and TCP 53 

D. any registered port 

Correct Answer: C 

 

QUESTION 3

Which description of a function of a symmetric encryption algorithm is true? 

A. Symmetric encryption algorithms can be used to generate a certificate request to a certificate authority. 

B. It uses the same key to encrypt and decrypt data. 

C. It uses one way hashing functions to encrypt and decrypt data. 

D. Encrypted data can be shared among various parties without sharing the key. 

Correct Answer: B 

 

QUESTION 4

What Linux command allows a user to view the IP route table? 

A. ed@ned:~$ show IP route 

B. ed@ned:~$ route IP 
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C. ed@ned:~$ netstat -rn 

D. ed@ned:~$ sudo route add default gw 192.168.7.1 

Correct Answer: AD 

 

QUESTION 5

DNS logging can capture URL resolution requests and responses. How can these two assist with identifying or
reconstructing a compromise or incident? (Choose two.) 

A. The DNS queries will identify the external server that was being accessed for the incident transactions. 

B. The DNS name may exhibit exfiltrated data as the subdomain. 

C. The DNS server can resolve local subdomain names and refer to an outside DNS server for external service name
resolution. 

D. The DNS query translates a URL to an IP address. 

Correct Answer: AB 
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