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QUESTION 1

Refer to the exhibit. What is occurring? 

A. ARP spoofing attack 

B. man-in-the-middle attack 

C. brute-force attack 

D. denial-of-service attack 

Correct Answer: D 

 

 

QUESTION 2

How is attacking a vulnerability categorized? 

A. action on objectives 

B. delivery 

C. exploitation 

D. installation 

Correct Answer: C 

 

QUESTION 3

A company is using several network applications that require high availability and responsiveness, such that
milliseconds of latency on network traffic is not acceptable. An engineer needs to analyze the network and identify ways
to improve traffic movement to minimize delays. Which information must the engineer obtain for this analysis? 

A. total throughput on the interface of the router and NetFlow records 
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B. output of routing protocol authentication failures and ports used 

C. running processes on the applications and their total network usage 

D. deep packet captures of each application flow and duration 

Correct Answer: A 

 

 

QUESTION 4

Refer to the exhibit. 

What is occurring within the exhibit? 

A. regular GET requests 

B. XML External Entities attack 

C. insecure deserialization 

D. cross-site scripting attack 

Correct Answer: A 

Reference: https://www.tutorialspoint.com/http/http_requests.htm
https://github.com/gwroblew/detectXSSlib/blob/master/test/attacks.txt 

 

QUESTION 5

Refer to the exhibit. 
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A security analyst received a ticket about suspicious traffic from one of the workstations. During the investigation, the
analyst discovered that the workstation is communicating with an external IP The analyst was not able to investigate
further and escalated the case to a T2 security analyst. What are the two data visibility challenges that the security
analyst should identify? (Choose two.) 

A. A default user agent is present in the headers. 

B. Traffic is not encrypted. 

C. Encrypted data is being transmitted. 

D. POST requests have a "Microsoft-IIS/7.5" server header. 

E. HTTP requests and responses are sent in plaintext. 

Correct Answer: BE 
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