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QUESTION 1

You are the Solution Architect that designed this Oracle Cloud Infrastructure (OCI) compartment layout for your
organization: 

The development team has deployed quite a few instances under \\'Compute\\' Compartment and the operations team
needs to list the Instances under the same compartment for their testing. Both teams, development and operations are
part of a group called \\'Eng-group\\' You have been looking for an option to allow the operations team to list the
instances without access any confidential information or metadata of resources. Which IAM policy should you write
based on these requirements? 

A. Allow group Eng-group to inspect instance-family in compartment Dev-Team:Compute and attach the policy to
`Engineering\\' Compartment 

B. Allow group Eng-group to inspect instance-family in compartment Dev-Team: Compute and attach the policy to
\\'SysTest Team\\' Compartment 

C. Allow group Eng-group to read instance-family in compartment Compute and attach the policy to \\'Engineering\\'
Compartment. 

D. Allow group Eng-group to read instance-family in compartment Dev-Team-.Compute and attach the policy to\\'Dev-
Team\\' 

Correct Answer: A 

Policy Attachment When you create a policy you must attach it to a compartment (or the tenancy, which is the root
compartment). Where you attach it controls who can then modify it or delete it. If you attach it to the tenancy (in other
words, if the policy is in the root compartment), then anyone with access to manage policies in the tenancy can then
change or delete it. Typically that\\'s the Administrators group or any similar group you create and give broad access to.
Anyone with access only to a child compartment cannot modify or delete that policy. When you attach a policy to a
compartment, you must be in that compartment and you must indicate directly in the statement which compartment it
applies to. If you are not in the compartment, you\\'ll get an error if you try to attach the policy to a different
compartment. Notice that attachment occurs during policy creation, which means a policy can be attached to only one
compartment. Policies and Compartment Hierarchies a policy statement must specify the compartment for which access
is being granted (or the tenancy). Where you create the policy determines who can update the policy. If you attach the
policy to the compartment or its parent, you can simply specify the compartment name. If you attach the policy further
up the hierarchy, you must specify the path. The format of the path is each compartment name (or OCID) in the path,
separated by a colon: :: . . . to allow action to compartment Compute so you need to set the compartment PATH as per
where you attach the policy as below examples if you attach it to Root compartment you need to specify the PATH as
following Engineering:DevTeam:Compute if you attach it to Engineering compartment you need to specify the PATH as
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following Dev-Team:Compute if you attach it to Dev-Team or Compute compartment you need to specify the PATH as
following Compute Note : in the Policy inspect verb that give the Ability to list resources, without access to any
confidential information or user-specified metadata that may be part of that resource. 

 

QUESTION 2

As part of planning the network design on Oracle Cloud Infrastructure, you have been asked to create an Oracle Cloud
Infrastructure Virtual Cloud Network (VCN) with 3 subnets, one in each Availability Domain. Each subnet needs to have
a minimum of 64 usable IP addresses. What is the smallest subnet and VCN size you should use to implement this
design? The requirements are static, so no growth is expected. 

A. 122 for the VCN; 124 for the subnets 

B. /23 for the VCN; /25 for the subnets 

C. /24 for the VCN; /24 for the subnets 

D. /22 for the VCN; /25 for the subnets 

Correct Answer: B 

 

QUESTION 3

You are designing the network infrastructure for an application consisting of a web server (server-1) and a Domain
Name Server (server-2) running in two different subnets inside the same Virtual Cloud Network (VCN) in Oracle Cloud
Infrastructure (OCI). You have a requirement where your end users will access server-1 from the internet and server-2
from your customer\\'s on-premises network. The on-premises network is connected to your VCN over a FastConnect
virtual circuit. How should you design your routing configuration to meet these requirements? 

A. Configure a single routing table with two set of rules: one that has route to internet via an Internet Gateway and
another that propagates specific routes for the on-premises network via a Dynamic Routing Gateway. Don\\'t associate
this routing table with any of the subnets in the VCN. 

B. Configure a single routing table with two set of rules: one that has route to internet via an Internet Gateway and
another that propagate specific routes to the on-premises network via a Dynamic Routing Gateway. Associate the
routing table with all the VCN subnets. 

C. Configure two routing tables: first one with a route to internet via an Internet gateway; associate this route table to the
subnet containing server-1 .Configure the second route table to propagate specific routes to the on-premises network
via a Dynamic Routing Gateway; associate this route table to subnet containing server-2. 

D. Configure two routing tables that have rules to route all traffic via a Dynamic Routing Gateway. Associate the two
routing tables with all the VCN subnets. 

Correct Answer: C 

 

QUESTION 4

You are running a legacy application in a compute instance on Oracle Cloud Infrastructure (OCI). To provide enough
space for it to store internal data, a block volume is attached to the instance in paravirtualized mode. Your application is
not resilient to crash-consistent backup. What should you do to backup the block volume in a secure and cost effective
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way? (Choose the best answer.) 

A. Save your application data, detach the block volume and create a clone. 

B. Create a volume group, add the boot volume and then run the volume group backup. 

C. Create a backup, detach the block volume and save your application data. 

D. Save your application data, detach the block volume and create a backup. 

Correct Answer: D 

 

QUESTION 5

All three Data Guard Configuration are fully supported on Oracle Cloud infrastructure (OCI). You want to deploy a
maximum availability architecture (MAA) for database workload. Which option should you consider while designing your
Data Guard configuration to ensure best RTO and PRO without causing any data loss? 

A. Configure "Maximum Protection" mode which provides zero data loss If the primary database fails. 

B. Configure "Maximum Performance" mode In SYNC mode between two availability domains (same region) which
provides, the highest level of data protection that is possible without affecting the performance of the primary database. 

C. Configure \\'\\'Maximum Scalability" mode which provides the highest level of scalability without compromising the
availability of the primary database. 

D. Configure \\'\\'Maximum Availability" mode in SYNC mode between two availability domains (same region), and use
the Maximum Availability mode in SYNC mode between two regions. 

Correct Answer: D 

https://docs.cloud.oracle.com/en-us/iaas/Content/Resources/Assets/whitepapers/best-practices- for-dr-onoci.pdf All
three Data Guard configurations are fully supported on Oracle Cloud Infrastructure. However, because of a high risk of
production outage, we don\\'t recommend using the maximum protection mode for your Data Guard configuration. We
recommend using the maximum availability mode in SYNC mode between two availability domains (same region), and
using the maximum availability mode in ASYNC mode between two regions. This architecture provides you the best
RTO and RPO without causing any data loss. We recommend building this architecture in daisy-chain mode: the
primary database ships redo logs to the first standby database in another availability domain in SYNC mode, and then
the first standby database ships the redo logs to another region in ASYNC mode. This method ensures that your
primary database is not doing the double work of shipping redo logs, which can cause performance impact on a
production workload. 
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This configuration offers the following benefits: No data loss within a region. No overhead on the production database to
maintain standbys in another region. Option to configure lagging on the DR site if needed for business reasons. Option
to configure multiple standbys in different regions without any additional overhead on the production database. A typical
use case is a CDN application Bottom of Form 
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