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QUESTION 1

A cloud consultant is working on implementation project on OCI. As part of the compliance requirements, 

the objects placed in object storage should be automatically archived first and then deleted. He is testing a 

Lifecycle Policy on Object Storage and created a policy as below: 

[ { "name": "Archive_doc", "action": "ARCHIVE", "objectNameFilter": { "inclusionPrefixes": "doc"] }, 

"timeAmount": 5, "timeunit": "DAYS", "isEnabled": true }, { "name": "Delete_doc", "action": "DELETE", 

"objectNameFilter": "inclusionPrefixes": [ "doc"] 1."timeAmount": 5, "timeunit": "DAYS", "isEnabled": true } 

What will happen after this policy is applied? 

A. All objects with names starting with "doc" will be deleted after 5 days of object creation 

B. All the objects having file extension ".doc" will be archived for 5 days and will be deleted 10 days after object creation 

C. All the objects having file extension ".doc" will be archived 5 days after object creation 

D. All the objects with names starting with "doc" will be archived 5 days after object creation and will be deleted 5 days
after archival 

Correct Answer: A 

Object Lifecycle Management works by defining rules that instruct Object Storage to archive or delete 

objects on your behalf within a given bucket. A bucket\\'s lifecycle rules are collectively known as an object 

lifecycle policy. 

You can use a rule to either archive or delete objects and specify the number of days until the specified 

action is taken. 

A rule that deletes an object always takes priority over a rule that would archive that same object. 

 

QUESTION 2

An OCI Architect is working on a solution consisting of analysis of data from clinical trials of a pharmaceutical company.
The data is being stored in OCI Autonomous Data Warehouse (ADW) having 8 CPU Cores and 70 TB of storage. The
architect is planning to setup autoscaling to respond to dynamic changes in the workload. Which of the following needs
to be considered while configuring auto scaling? Choose two 

A. Enabling auto scaling does not change the concurrency and parallelism settings 

B. Auto scaling also scales IO throughput linearly along with CPU 

C. The database memory SGA and PGA will not get affected by the changes in the number of CPUs during auto
scaling 
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D. The maximum CPU cores that will be automatically allocated for this database is 16 CPUs 

Correct Answer: AB 

Auto scaling is enabled by default when you create an Autonomous Database instance or you can use Scale Up/Down
on the Oracle Cloud Infrastructure console to enable or disable auto scaling. With auto scaling enabled the database
can use up to three times more CPU and IO resources than specified by the number of OCPUs currently shown in the
Scale Up/Down dialog. When auto scaling is enabled, if your workload requires additional CPU and IO resources the
database automatically uses the resources without any manual intervention required. Enabling auto scaling does not
change the concurrency and parallelism settings for the predefined services IO throughput depends on the number of
CPUs you provision and scales linearly with the number of CPUs. 

 

QUESTION 3

Your company will soon start moving critical systems Into Oracle Cloud Infrastructure (OCI) platform. 

These systems will reside in the us-phoenix-1and us-ashburn 1 regions. As part of the migration planning, 

you are reviewing the company\\'s existing security policies and written guidelines for the OCI platform 

usage within the company. you have to work with the company managed key. 

Which two options ensure compliance with this policy? 

A. When you create a new compute instance through OCI console, you use the default options for "configure boot
volume" to speed up the process to create this compute instance. 

B. When you create a new block volume through OCI console, select Encrypt using Key Management checkbox and
use encryption keys generated and stored in OCI Key Management Service. 

C. When you create a new compute instance through OCI console, you use the default shape to speed up the process
to create this compute instance. 

D. When you create a new OCI Object Storage bucket through OCI console, you need to choose "ENCRYPT USING
CUSTOMER-MANAGED KEYS" option. 

E. You do not need to perform any additional actions because the OCI Block Volume service always encrypts all block
volumes, boot volumes, and volume backups at rest by using the Advanced Encryption Standard (AES) algorithm with
256-bit encryption. 

Correct Answer: BD 

Block Volume Encryption By default all volumes and their backups are encrypted using the Oracle-provided encryption
keys. Each time a volume is cloned or restored from a backup the volume is assigned a new unique encryption key. You
have the option to encrypt all of your volumes and their backups using the keys that you own and manage using the
Vault service.If you do not configure a volume to use the Vault service or you later unassign a key from the volume, the
Block Volume service uses the Oracle-provided encryption key instead. 
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This applies to both encryption at-rest and in-transit encryption. Object Storage Encryption Object Storage employs
256-bit Advanced Encryption Standard (AES-256) to encrypt object data on the server. Each object is encrypted with its
own data encryption key. Data encryption keys are always encrypted with a master encryption key that is assigned to
the bucket. Encryption is enabled by default and cannot be turned off. By default, Oracle manages the master
encryption key. However, you can optionally configure a bucket so that it\\'s assigned an Oracle Cloud Infrastructure
Vault master encryption key that you control and rotate on your own schedule. Encryption: Buckets are encrypted with
keys managed by Oracle by default, but you can optionally encrypt the data in this bucket using your own Vault
encryption key. To use Vault for your encryption needs, select Encrypt Using Customer-Managed Keys. Then, select the
Vault Compartment and Vault that contain the master encryption key you want to use. Also select the Master Encryption
Key Compartment and Master Encryption Key. 

 

QUESTION 4

You work for a large bank where security and compliance are critical. As part of the security overview meeting, your
company decided to minimize the installation of local tools on your laptop. You have been running Ansible and kubectl
to spin up Oracle Container Engine for Kubernetes (OKE) clusters and deployed your application. For authentication,
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you are using an Oracle Cloud Infrastructure (OCI) CLI config file that contains OCIDs, Fingerprint, and a locally stored
PEM file. Your security team doesn\\'t want you to store any local API key and certificate, or any other local tools. Which
two actions should you perform to spin up the OKE cluster and interact with it? (Choose two.) 

A. Create a developer workstation on OCI. Install Ansible and kubectl on it. Use resource principal to authenticate
against OCI API and create the OKE Cluster. 

B. Develop your own code using OCI SDK to deploy the OKE cluster. 

C. Work on OCI Cloud Shell to use built-in Ansible and kubectl to deploy the OKE cluster. Use
OCI_CLI_AUTH=instance_obo_user environment variable to authenticate using built-in token. 

D. Work on OCI Cloud Shell to use built-in Ansible and kubectl to deploy the OKE cluster. Bring in your own config file
and certificate to authenticate against OCI API. 

E. Create a developer workstation on OCI. Install Ansible and kubectl on it. Use instance principal to authenticate
against OCI API and create the OKE Cluster. 

Correct Answer: CE 

https://docs.cloud.oracle.com/en-us/iaas/tools/oci-cli/2.12.4/oci_cli_docs/oci.html 

 

QUESTION 5

You want to automate the processing of new image files to generate thumbnails. The expected rate is 10 

new files every hour. 

Which of the following is the most cost effective option to meet this requirement in Oracle Cloud 

Infrastructure (OCI)? 

A. Upload all files to an Oracle Streaming Service (OSS) stream. Setup a cron job to invoke a function in Oracle
Functions to fetch data from the stream. Invoke another function to process the image files and generate thumbnails.
Store thumbnails in another OSS stream. 

B. Upload files to an OCI Object storage bucket. Every time a file is uploaded, an event is emitted. Write a rule to filter
these events with an action to trigger a function in Oracle Functions. The function processes the image in the file and
stores the thumbnails back in an Object storage bucket. 

C. Build a web application to ingest the files and save them to a NoSQL Database. Configure OCI Events service to
trigger a notification using Oracle Notification Service (ONS). ONS invokes a custom application to process the image
files to generate thumbnails. Store thumbnails in a NoSQL Database table. 

D. Upload files to an OCI Object storage bucket. Every time a file is uploaded, trigger an event with an action to
provision a compute instance with a cloud-init script to access the file, process it and store it back in an Object storage
bucket. Terminate the instance using Autoscaling policy after the processing is finished. 

Correct Answer: B 
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