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QUESTION 1

As an administrator you want to give users of ObjectWriters group full access to bucket Bucket-A and its objects in
compartment comp-images. You want users of ObjectWriters to not be able to access or modify properties of any other
buckets and its objects in the compartment comp-images. Select the statement(s) below that will best define your IAM
policies. 

A. Allow group ObjectWriters to mange buckets in compartment comp- images Allow group ObjectWriters to manage
objects in compartment comp-images where target.bucket.name= \\'Eucket-A\\' 

B. Allow group ObjectWriters to manage buckets in compartment comp-images where target.bucket.name=\\' Bucket-
A\\' 

C. Allow group ObjectWriters to inspect buckets in compartment comp-images Allow group ObjectWriters to read
buckets in compartment comp-images where target.bucket.name=\\' Bucket-A" Allow group ObjectWriters to manage
objects in compartment comp-images where target.bucket.name=\\' Bucket-A\\' 

D. Allow group ObjectWritexs to read buckets in compartmentcomp-images Allow group ObjectWriters to manage
objects in compartment comp- images where target.bucket.name= \\'Bucket-A\\' 

Correct Answer: C 

 

QUESTION 2

You are a solution architect working with a startup that has decided to move their workload to Oracle Cloud
Infrastructure. Since their workload is small, upon architecting, you decide its sufficient to use 8 compute instances to
run their workload. The company wants to use a common storage for their instances. So, you propose the idea of
attaching a block volume to multiple instances to provide a common storage. Which of the below option is NOT true for
such a solution? 

A. If the block volume is already attached to an instance as read/write non-shareable you can\\'t attach it to another
instance until you detach it from the first instance. 

B. Block volumes attached as read-only are configured as shareable by default. 

C. You can delete a block volume from one instance without detaching it from all other instances there by keeping other
instance\\'s storage intact. 

D. Once you attach a block volume to an instance as read-only, it can only be attached to other instances as read-only. 

Correct Answer: C 

 

QUESTION 3

You are working as a cloud consultant for a major media company. In the US and your client requested to 

consolidate all of their log streams, access logs, application logs, and security logs into a single system. 

The client wants to analyze all of their logs In real-time based on heuristics and the result should be 

validated as well. This validation process requires going back to data samples extracted from the last 8 
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hours. 

What approach should you take for this scenario? 

A. Create an auto scaling pool of syslog-enabled servers using compute instances which will store the logs In Object
storage, then use map reduce jobs to extract logs from Object storage, and apply heuristics on the logs. 

B. Create a bare-metal instance big enough to host a syslog enabled server to process the logs and store logs on the
locally attached NVMe SSDs for rapid retrieval of logs when needed. 

C. Set up an OCI Audit service and ingest all the API arils from Audit service pragmatically to a client side application to
apply heuristics and save the result in an OCI Object storage. 

D. Stream all the logs and cloud events of Events service to Oracle Streaming Service. Build a client process that will
apply heuristics on the logs and store them in an Object Storage. 

Correct Answer: D 

The Oracle Cloud Infrastructure Streaming service provides a fully managed, scalable, and durable storage solution for
ingesting continuous, high-volume streams of data that you can consume and process in real time. Streaming can be
used for messaging, ingesting high-volume data such as application logs, operational telemetry, web click-stream data,
or other use cases in which data is produced and processed continually and sequentially in a publish-subscribe
messaging model. Streaming Usage Scenarios Here are some of the many possible uses for Streaming: Metric and log
ingestion: Use the Streaming service as an alternative for traditional file-scraping approaches to help make critical
operational data more quickly available for indexing, analysis, and visualization. Messaging: Use Streaming to decouple
components of large systems. Streaming provides a pull/ bufferbased communication model with sufficient capacity to
flatten load spikes and the ability to feed multiple consumers with the same data independently. Key-scoped ordering
and guaranteed durability provide reliable primitives to implement various messaging patterns, while high throughput
potential allows for such a system to scale well. Web/Mobile activity data ingestion: Use Streaming for capturing activity
from websites or mobile apps (such as page views, searches, or other actions users may take). This information can be
used for realtime monitoring and analytics, as well as in data warehousing systems for offline processing and reporting.
Infrastructure and apps event processing: Use Streaming as a unified entry point for cloud components to report their
life cycle events for audit, accounting, and related activities. 

 

QUESTION 4

You are working with a customer who needs to attach an Oracle Cloud Infrastructure (OCI) block volume to a VM
instance with read/write access type. The customer wants to know if the number of IOPS and throughput performance
differs between the following two choices: Option A: attach a single 1 TB block volume to the VM instance Option B:
attach two separate 500 GB block volumes In a RAID 0 array configuration to the VM instance 

You can assume that the customer is using iSCSI attachment type to attach the volumes to the instance. In addition,
you can assume 1 MB block size for throughput and 4 KB block size for IOPS consideration. How should you respond to
the customer? 

A. Option B provides higher level of throughput, but lower level of IOPS performance. 

B. Both options provide the same number of IOPS and throughput performance. 

C. Option A provides better IOPS, but lower throughput performance. 

D. Option B provides better IOPS and throughput performance. 

Correct Answer: B 
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QUESTION 5

A hospital in Austin has hosted its web based medical records portal entirely In Oracle cloud Infrastructure (OCI) using
Compute Instances for its web-tier and DB system database for its data tier. To validate compliance with Health
Insurance Portability and Accountability (HIPAA), the security professional to check their systems it was found that there
are a lot of unauthorized coming requests coming from a set of IP addresses originating from a country in Southeast
Asia. Which option can mitigate this type of attack? 

A. Block the attacking IP address by creating by Network Security Group rule to deny access to the compute Instance
where the web server Is running 

B. Block the attacking IP address by implementing a OCI Web Application Firewall policy using Access Control Rules 

C. Mitigate the attack by changing the Route fable to redirect the unauthorized traffic to a dummy Compute instance 

D. Block the attacking IP address by creating a Security List rule to deny access to the subnet where the web server Is
running 

Correct Answer: B 

WAF can protect any internet facing endpoint, providing consistent rule enforcement across a customer\\'s applications.
WAF provides you with the ability to create and manage rules for internet threats including Cross-Site Scripting (XSS),
SQL Injection and other OWASP-defined vulnerabilities. Unwanted bots can be mitigated while tactically allowed
desirable bots to enter. Access rules can limit based on geography or the signature of the request. As a WAF
administrator you can define explicit actions for requests that meet various conditions. Conditions use various
operations and regular expressions. A rule action can be set to log and allow, detect, or block requests 
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