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QUESTION 1

Which describes the capabilities of the crypt command?

A. It uses a weaker encryption algorithm than DES.

B. It uses the DES encryption algorithm, which uses a 64-bit key.
C. It uses the AES encryption algorithm, which uses a 128-bit key.
D. It uses the 3DES encryption algorithm, which uses a 168-bit key.

Correct Answer: A

QUESTION 2

While attempting to restart the cron service on a Solaris 10 system from the secadm account, a security administrator
receives the following error message: secadm$ svcadm -v restart cron svcadm: svc:/system/cron:default: Couldn\\'t
create "restarter_actions" property group (permission denied). Which two actions will permit the secadm account to
restart the cron service? (Choose two.)

A. Assign the Cron Management rights profile to secadm.

B. Assign the sys_admin privilege to the secadm account.

C. Add the sys_suser_compat privilege to the secadm account.

D. Add the secadm account to the /etc/cron/cron.allow file.

E. Assign the solaris.smf.manage.cron authorization to secadm.

Correct Answer: AE

QUESTION 3

The svcs output of a system lists this service: legacy_run Jan_30 Irc:/etc/rc3_d/S52imq If the system administrator
wants this service to be disabled permanently, which action needs to be taken?

A. /etclinit.d/imq stop

B. /etc/init.d/imq disable

C. svcadm disable Irc:/etc/rc3_d/S52imq

D. The system administrator can NOT disable any services which are started through legacy /etc/init.d scripts.

E. The system administrator needs to inspect the start script and check for a service-specific way to disable the service.

Correct Answer: E
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QUESTION 4

A large financial company has run through their annual external security audits. One section of the audit report handles
password security. The auditors request to change the system to allow account locking after three failed logins. They
found that the account locking feature was already enabled, but the accounts are locked after five failed login attempts.
There is a system default for the number of failed login attempts before the account is locked. Which is the correct place
to set a new system-wide default?

A. letc/system

B. /etc/user_attr

C. /etc/default/login

D. /etc/default/passwd

E. /etc/security/policy.conf

Correct Answer: C

QUESTION 5

A system administrator wants to remove most of the basic privileges for ordinary users and adds the following line to the
appropriate configuration file to achieve this:

PRIV_DEFAULT=basic,!proc_info,!proc_session,!

file_link_any It would be shorter to list the two remaining privileges specified in Solaris 10. Should the administrator have
written this instead?

PRIV_DEFAULT=proc_exec,proc_fork

A. Yes, the shorter form is preferred.

B. Yes, both forms will always be equivalent.

C. No, the basic set might change in future releases.

D. No, both forms are wrong. You cannot remove basic privileges.

Correct Answer: C
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