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QUESTION 1

You have been asked to implement defense in depth for network access to a system, where a web server will be
running on an Internet-facing network interface. Which is NOT contributing to the defense in depth?

A. running the web server in a zone

B. using svcadm to disable unused services

C. using IP Filter to limit which network ports can be accessed from the Internet

D. using VLANSs on a single network interface instead of using multiple network interfaces
E. using TCP wrappers to limit from which system SSH be used to connect to the system

Correct Answer: D

QUESTION 2

Your company has acquired a small company and your task is to set up the first Solaris server in their network. As there
is no existing JumpsStart environment, you will have to start from scratch. Which metacluster is best suited for initial
installation of a strict minimized system?

A. Entire Distribution (SUNWCall)

B. Core Software Support (SUNWreq)

C. End User System Support (SUNWCuser)

D. Reduced Networking Core System Support (SUNWCrnet)

Correct Answer: D

QUESTION 3

A system administrator at home wants secure communication with the company\\'s network through a VPN. Which step
would accomplish this?

A. Use ssh with port forwarding.

B. Configure IP Filter on the client.

C. Configure IPsec in tunnel mode.
D. Configure IPsec in transport mode.

Correct Answer: C

QUESTION 4
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Your company has implemented a policy that states that accounts should become unavailable if they have not been
used in 21 days. How is account inactivity calculated in Solaris if no naming service is used?

A. an entry in the /var/adm/lastlog file

B. the last user entry in the /var/adm/wtmpx file

C. the password timestamp in the /etc/shadow file

D. the number of days since the user\\'s last password change

Correct Answer: A

QUESTION 5

You decided it was worth maintaining an extremely paranoid policy when configuring your firewall rules. Therefore, you
had your management approve the implementation of a security policy stance to deny all inbound connection requests
to your corporate network. How is it possible that you still suffer from remote exploits that your adversaries are using to
obtain interactive sessions inside your firewall?

A. TCP splicing is easy to do.

B. Internal software may be vulnerable.

C. UDP vulnerabilities are well-known and exploited.

D. ICMP hijacking attacks can still succeed through any firewall.

Correct Answer: B
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