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QUESTION 1

Which three guidelines are used to protect confidential information? (Choose three.) 

A. Limit access to objects holding confidential information. 

B. Clearly identify and label confidential information. 

C. Manage confidential and other information uniformly. 

D. Transparently handle information to improve diagnostics. 

E. Treat user input as normal information. 

F. Validate input before storing confidential information. 

G. Encapsulate confidential information. 

Correct Answer: ADF 

Reference: https://danielkvist.net/code/java-secure-coding-guidelines 

 

QUESTION 2

Given the code fragment: 

var pool = Executors.newFixedThreadPool(5); 

Future outcome = pool.submit(() -> 1); 

Which type of lambda expression is passed into submit()? 

A. java.lang.Runnable 

B. java.util.function.Predicate 

C. java.util.function.Function 

D. java.util.concurrent.Callable 

Correct Answer: D 

Reference: https://www.codota.com/code/java/methods/java.util.concurrent.Executors/ newFixedThreadPool 

 

QUESTION 3

Consider this method declaration: 
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A) “SET SESSION AUTHORIZATION “ + user 

B) “SET SESSION AUTHORIZATION “ + stmt.enquoteIdentifier(user) 

Is A or B the correct replacement for and why? 

A. A, because it sends exactly the value of user provided by the calling code. 

B. B, because enquoting values provided by the calling code prevents SQL injection. 

C. A and B are functionally equivalent. 

D. A, because it is unnecessary to enclose identifiers in quotes. 

E. B, because all values provided by the calling code should be enquoted. 

Correct Answer: A 

Reference: 

https://www.google.com/url? 

sa=tandrct=jandq=andesrc=sandsource=webandcd=4andved=2ahUKEwj7ycO80fLoAhVHPcAKHcoLC9cQFjADegQIAx 

ABandurl=ftp%3A%2F%2Fftp.software.ibm.com%2Fps%2Fproducts%2Fdb2%2Finfo%2Fvr9%2Fpdf% 

2Fletter%2Fen_US%2Fdb2s2e90.pdfandusg=AOvVaw2VqpeEh5HpbeXfa0OB5Lec 

 

QUESTION 4

Given: 

Which two are secure serialization of these objects? (Choose two.) 

A. Define the serialPersistentFields array field. 

B. Declare fields transient. 
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C. Implement only readResolve to replace the instance with a serial proxy and not writeReplace. 

D. Make the class abstract. 

E. Implement only writeReplace to replace the instance with a serial proxy and not readResolve. 

Correct Answer: AC 

 

QUESTION 5

Given the code fragment: 

Path source = Paths.get("/repo/a/a.txt"); Path destination = Paths.get("/repo"); Files.move(source, destination); // line 1
Files.delete (source); // line 2 

Assuming the source file and destination folder exist, what Is the result? 

A. A java.nio.file.FileAlreadyExistsException is thrown on line 1. 

B. A java.nio.file.NoSuchFileException is thrown on line 2. 

C. A copy of /repo/a/a.txt is moved to the /repo directory and /repo/a/a.txt is deleted. 

D. a.txt is renamed repo. 

Correct Answer: C 
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