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QUESTION 1

Which of the following are common uses of an Attribute Service? 

A. to maintain metadata pertaining to audit log entries and attestation reports 

B. to acquire data that are necessary to make access-control decisions 

C. to securely supply personally identifiable information to applications 

D. to determine which security policy is assigned to a Web Service 

Correct Answer: BC 

Explanation: 

The Attribute Service(AS) retrieves user information from an attribute store. The AS retrieves user 

information associated with a user from variety of authoritative identity stores including, but not limited to, 

LDAP and database stores. 

 

QUESTION 2

Much as in modular programming, there are two ways that federation applies to user interface design: 

as either consumer or producer of federated Interface elements. 

Which statement is true? 

A. As a consumer, the end user is responsible for incorporating existing Interface elements into the user interface. 

B. As a consumer, the device is responsible for incorporating existing Interface elements into the user interface. 

C. As a consumer, the developer is responsible for incorporating existing Interface elements into the user interface. 

D. As a producer, the developer is responsible for building separate and independent interface elements that can be
incorporated into another user interface. 

E. As a producer, the developer is responsible for incorporating existing interface elements into the user interface. 

Correct Answer: C 

Explanation: 

As a consumer the developer is responsible for incorporating existing interface elements into the user 

interface. 

References: 
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QUESTION 3

Which one of the following user classification schemes best reflects what function or function performs? 

A. role-based classification 

B. rule-based classification 

C. group-based classification 

D. attribute-based classification 

E. rank-based classification 

Correct Answer: A 

Explanation: Given the potentially large number of users of a system, access privileges are generally not assigned at
the user level. Instead, users are assigned to groups (mimicking the organizational structure of a company), or roles
(defined based on job functions that users perform), or some combination of the two. Access privileges are then
assigned to groups and/or roles. The most natural case is that they are assigned to roles, since roles align more closely
with operations users naturally perform to accomplish their job. The industry term for this is Role-Based Access Control
(RBAC). RBAC is more flexible than defining access rights based on usernames or static groups and enables an
organization to be more versatile when allocating resources. With RBAC the system must determine if the subject (user
or client) is associated with a role that has been granted access to a resource. This process of user to role
ascertainment is called role mapping. 

Incorrect answers 

B: Rule-based access control is very similar to fine-grained access control, where access is controlled by rules defined
in policies. The twist is that rules might refer to each other. For instance, access may be granted to resource/function A
as long as it is not also granted to resource/function B. This form of control can be used to ensure that a group or
individual is not given privileges that create a conflict of interest or inappropriate level of authority. For instance, the
approver of expenses or purchases cannot be the same as the requestor. 

C: Role is better here. 

D: There are times when access should be based on characteristics the user has rather than the organization or roles to
which the user belongs. For instance, a customer with premium status might be granted access to exclusive offers, and
a sales representative that has achieved his target sales revenue might have access to certain perks. Such levels of
status vary over time, making it difficult to manage access based on relatively static group or role assignments. Attribute-
based access control offers a more dynamic method of evaluation. Decisions are based on attributes assigned to users,
which are free to change as business events unfold. Access policies define the attributes and values a user must have,
and access decisions are evaluated against the current values assigned to the user. Attributes can be used to support
both course-grained and fine-grained authorization. 

E: No such thing as rank-based classification 

References: 

 

QUESTION 4

Which of the following is not an objective or function of the WS-Trust standard? 

A. to enable applications to construct trusted SOAP message exchanges 
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B. to synchronize Identities across security domains 

C. to exchange tokens in order to overcome differencesin supported technology between service consumers and
service providers 

D. to exchange tokensin order to mapidentities supplied by service consumers with identities supported by service
providers 

Correct Answer: A 

Explanation: Oracle STS leverages the WS-Trust standard protocol to manage token exchange between the Web
Service Client (WSC) and the Web Service Provider (WSP) (not C). WS-Trust provides a standard way to send security
token requests to any Security Token Service (STS) (not D). This specification can be used to manage token
transformation when crossing the various security boundaries of the information system (not B). 

References: 

 

QUESTION 5

Which statements are correct for service contracts? 

A. Each SOA Serviceincludes a service contract. 

B. When using web services, the WSDL for the web service is the service contract. 

C. A service contract defines the functional and non-functional capabilities provided by an SOA Service. 

D. A service contract defines which clients are allowed to access a particular SOA Service. 

E. A service contract is optional documentation that might be provided for an SOA Service. 

Correct Answer: AC 

Explanation: 

A: All Services must have a contract that adheres to a predefined template. 

C: A contract describes the Service in human-readable terms, enabling a solution designer to determine its capabilities
and characteristics. It includes both functional and non-functional terms. The functional aspect of a contract describes
the available operations of a Service and their functional capabilities. It should be stated using business terms, in order
to promote alignment of Services to business concepts. Contracts also specify non-functional aspects of Service, such
as invocation protocols, security requirements, semantics, transaction requirements, invocation style, quality of Service,
etc. 

References: 
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