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QUESTION 1

Identify three uses of the Knowledge-Based Authentication functionality provided by Oracle Adaptive Access Manager.
A. first authentication for forgot password

B. second factor authentication forchange password

C. offline SMS PIN-based authentication

D. high risk user authentication

E. user authorization

Correct Answer: ABC

QUESTION 2

At what checkpoint would you create a challenge policy for Knowledge-Based Authentication for online user
authentication?

A. Pre-authentication
B. AuthentiPad

C. Post-Authentication
D. Device Identification

Correct Answer: A

QUESTION 3

You have configured a new pattern in Oracle Adaptive Access Manager (OAAM) to capture login times of devices. Your
customer wants to ensure that devices that are used outside their normal times are blocked.

After creating your pattern, which two additional steps must you perform to configure OAAM to meet this requirement?
A. Create a transaction definition for the pattern.

B. Create a new rule in an existing policy that contains an appropriate condition to evaluate your new pattern.

C. Linkyour chosen policy to the appropriate user groups.

D. Configure a block action for your new rule.

E. Restart the OAAM Managed Server for the pattern to take effect.

Correct Answer: AE
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QUESTION 4

How would you add support for additional Internet Identity Providers for Oracle Access Management Mobile and Social,
other than the preconfigured ones such as Facebook and LinkedIn? (Choose the best answer.)

A. You do this by implementing theoracle.security.idaas.rp.spi.ServiceproviderJava interface.

B. Support for Internet Identity Providers is limited to the ones that are available out of the box from Oracle Access
Management.

C. Support for Internet Identity Providers is enabled through the connectors built on the Identity Connector Framework
(ICF).

D. You do this by implementing theoracle.security.idaas.rp.spi.ldentityProviderJava interface.

Correct Answer: D

QUESTION 5

Which statement is true about moving Oracle Access Management Mobile and Social from a test environment to a
production environment?

A. A new application profile needs to be created always for Internet Identity Services.
B. The ChallengeRedirect URL in authentication schemes needs to be updated.

C. Thecwallet.ssofile needs to be edited for the production host.

D. Themerge-creds.xmilfile needs to be created on the production host.

Correct Answer: B
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