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QUESTION 1

You manage an application that uses SAML tokens from a trusted voucher to provide single sign-on for virtual clients of
your WebLogic domain. Your domain uses an identity assertion provider to manage this authentication. 

Clients are failing to authenticate. Client return codes and server log files do not include any useful information that can
he used to discern where the issue lies. 

What do you do to determine the problem? 

A. Configure SAML and provider debugging, perform a test client request, and analyze the server logs for errors. 

B. Inspect network packets to examine token data because, for security purposes, the server does not provide detailed
information. 

C. Configure the security debug log, perform a test client request, and analyze the log for errors. 

D. Reorder the SAML identity asserter provider to determine if the problem is related to virtual users. 

Correct Answer: A 

You can enable debug scopes or attributes by passing them as options in the command that starts WebLogic Server.
You can configure SAML debugging either through command line options by using the WebLogic Server Administration
Console. 

Reference: https://docs.oracle.com/middleware/1213/wls/SECMG/saml_debug.htm#SECMG531 

 

QUESTION 2

A hardware load-balancer (HWLB) is positioned as the primary entry point into your WebLogic Server domain. Aspects
of your application use SSL to protect data on the network from your clients to your domain. 

Which configuration provides the best performance for your domain? (Choose the best answer.) 

A. Configure the HWLB to use an SSL hardware accelerator and terminate SSL. 

B. Configure the HWLB to use pass-through SSL, configure an SSL hardware accelerator on WebLogic, and terminate
SSL. 

C. Configure the HWLB to delegate SSL handling to the WebLogic Proxy Plug-in and terminate SSL. 
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D. Configure the HWLB to use pass through SSL to the WebLogic Server that it connects to, and terminate SSL. 

Correct Answer: A 

In most of the architectures, the SSL is terminated at the hardware load balancer for performance reasons and allows
the internal traffic to use HTTP for communication. 

Reference: http://ora-soa.blogspot.se/2012/10/weblogic-setting-wrong-protocol-in-wsdl.html 

 

QUESTION 3

In order to increase scalability and high availability you are configuring WebLogic clustering with JMS distributed
destinations. 

Which recommendation will ensure optimal load balancing of the message processing? 

A. The machines that host the cluster should have similar processing power, disk space, and memory. 

B. The cluster should include at least one configurable server. 

C. The cluster should use unicast communication. 

D. All servers in the cluster should be assigned to the same WebLogic machine. 

Correct Answer: A 

A uniform distributed destination (UDD), compared to weighted Distributed Destinations, greatly simplifies the
management and development of distributed destination applications.Using uniform distributed destinations, you no
longer need to create or designate destination members, but instead rely on WebLogic Server to uniformly create the
necessary members on the JMS servers to which a JMS module is targeted. This feature ensures the consistent
configuration of all distributed destination parameters, particularly in regards to weighting, security, persistence, paging,
and quotas. 

Incorrect Answers: 

C: The benefits of multicasting include: 

Near real-time delivery of messages to host group. 

High scalability due to the reduction in the amount of resources required by the JMS server to deliver 

messages to topic subscribers in a cluster. 

D: A distributed destination is a set of destinations (queues or topics) that are accessible as a single, 

logical destination to a client. A distributed destination has the following characteristics: 

* 

It is referenced by its own JNDI name. 

* 

Members of the set are usually distributed across multiple servers within a cluster, with each destination 
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member belonging to a separate JMS server 

Reference: https://docs.oracle.com/cd/E11035_01/wls100/jms_admin/advance_config.html#wp1079177 

 

QUESTION 4

Under a normal startup scenario, a managed server contacts the administration server to get its configuration
information. 

However in case the administration server is not available, which mechanism can be used by the managed server to
start up successfully? (Choose the best answer.) 

A. Silent Mode 

B. Isolated Mode 

C. MSI Mode 

D. Cluster Mode 

Correct Answer: C 

When a Managed Server starts, it tries to contact the Administration Server to retrieve its configuration information. If a
Managed Server cannot connect to the Administration Server during startup, it can retrieve its configuration by reading
configuration and security files directly. A Managed Server that starts in this way is running in Managed Server
Independence (MSI) mode 

Reference: https://docs.oracle.com/cd/E13222_01/wls/docs81/adminguide/failures.html 

 

QUESTION 5

You are configuring two-way SSL for a WebLogic Server domain. As a security professional, you realize that even if a
client certificate is authentic, it is always possible for a valid certificate to become compromised. 

Which two options can you configure for WebLogic Server to check if a certificate it receives has been compromised?
(Choose two.) 

A. Certification Revocation List 

B. Certificate Revocation Status Protocol 

C. Online Revocation Status Protocol 

D. Online Certificate Status Protocol 

Correct Answer: AD 

Reference: https://docs.oracle.com/middleware/11119/wls/SECMG/ssl.htm 
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