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QUESTION 1

Which statement is trueabout standards?

A. They may be audited.

B. They are result of a regulation or contractual requirement or an industry requirement.

C. They are methods and instructions on how to maintain or accomplish the directives of the policy.
D. They are the foundation of corporate governance.

Correct Answer: B

QUESTION 2

What information do youget by using the Network Visualizer tool?
A. State of subnets in a VCN

B. Interconnectivity of VCNs

C. Routes defined between subnets and gateways

D. Organization of subnets and VLANSs across availability domains
Correct Answer: B

https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/network_visualizer.htm You can view and understand the
following from this diagram:

How VCNs are inter-connected
How on-premises networks are connected (using FastConnect or Site-to-Site VPN)

Which routing entities (DRGs and so on) control trafficrouting How your transit routing is configured

QUESTION 3

As a security administrator, you found out that there are users outside your co network who are accessing OCI Object
Storage Bucket. How can you prevent these users from accessing OCI resources in corporate network?

A. Create an 1AM policy and create WAF rules

B. Create an 1AM policy and add a network source
C. Make OCI resources private instead of public

D. Create PAR to restrict access the access

Correct Answer: B
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Introduction to Network Sources

& metwodk source b5 e st of defined 1P podresses. The P acicresses can be pubiic 1P sodresses or 1P
addresses from VENS within your [enanoy. AMer you creste the netork SOUTE. you can reference it in
policy o in your tenancy’s sutherthation seSings to control scoess besed on the originating IP sddness

Network resountirs Can only De Crieled in the tenency [oF root compartment) snd., like otfer identity
resources, neside in the home region. For inforrmation about the mumber of network sounces you can have,
e AM Without identity Domaing Lemts

Vens Lo ute Aetwork Sourtes B0 help secure your tenancy in the ioliowing weye

*  Specify the network source n lAM palicy to resirict acoems 1o resourced
Wihen specified in a policy, LA velidetes that requests 1o BCCESS & resournce originats from an aliowed
IP address

Fiom pusmphe, s ClR fESlCE SOCEE 10 Ot Shonage Budherti in vour nendy 1o only Uk (el are
sigred in te Oracls Dioud infraatructisy ihreugh veur corponste netwerk. Or, you can allow anly
P LR Hﬁ:ﬁrﬂl 15 ol pubnets of 8 Apecific VN o rmake FEGUEELE ARt @ BETVICE l.l'll'ﬂl\l

QUESTION 4

Which statements are CORRECT about Security Zone policy in OCI ? Select TWO correct answers
A. Block volume canbe moved from a security zone to a standard compartment

B. Bucket can\\'t be moved from a security zone to a standard compartment

C. Resources in a security zone must be accessible from internet

D. Resources in a security zone must be encrypted using customer-managed keys

Correct Answer: BD

QUESTION 5

Security Advisor

Security Adbvinor heloe vou cresbe cloud relources that algn with Oracle's security orindiples and beat
PIECHCRS. It alu0 s Thl your Iesources meet the requirements enforced by secutity 2one policies. For
EnEmphE, you Cin Quitkly Creste nEoUNCES thit Bne encrypbed with & Cusiomee . mandPed mashis
enCryption key wiing the Yaull service

Foi uample. you Can Use Secutity Adviidr 10 Create the following resounces
s Du'h:'r Storape budchet
& Fie Storage file syitem
+  Computs instance (Compate) ) (angd ssociated Boot volems)
*  Block Volurme DioCk SI0PREE WOIMTE -/

Which OCI service canindex, enrich, aggregate, explore, search, analyze, correlate, visualize and monitor data?
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A. Data Guard

B. Data Safe

C. WAF

D. Logging Analytics

Correct Answer: D

About Logging Analytics
Oracie Cloud Logming Arahtics i s choud sokstion in Orscie Cloud inhattructuse that hets you indes.

ennch, aggregaie, explore, wearch, analyoe, cormelete, visualow and monor 8l log date from your
Epplcation and vystem infrastiuchute on Cioud oF on-premeiel
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