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QUESTION 1

Logical isolation for resources is provided by which OCI feature? 

A. Tenancy 

B. Availability Zone 

C. Region 

D. Compartments 

Correct Answer: D 

 

QUESTION 2

Which type of software do you use to centrally distributeand monitor the patch level of systems throughout the
enterprise? 

A. Network Monitor software 

B. Web Application Firewall 

C. Patch Management software 

D. Recovery Manager software 

Correct Answer: C 

https://docs.oracle.com/cd/E11857_01/em.111/e18710/T531901T535649.htm 

 

QUESTION 3

Which IAM policy should be created to give XYZ the ability to list contents of a resource excluding the fneeds to
authenticatein prod compartment ? Principle of least priviledge should be used. 

A. Allow group XYZ to manage all resources in compartment != prod 

B. Allow group XYZ to use all resources in compartment != prod 

C. Allow group XYZ to inspect all resources in tenancy where target.compartment.name != prod 

D. Allow group XYZ to read all resources in tenancy where target.compartment.name != prod 

Correct Answer: C 
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QUESTION 4

which two responsibilities will be oracle when you move your it infrastructure to oracle cloud infrastructure? 

A. Strong IAM Framework 

B. PROVIDING STRONG SECURITY LIST 

C. Strong Isolation 

D. MAINTAINING CUSTOMER DATA 

E. ACCOUNT ACCESS MANAGEMENT 

Correct Answer: AC 

 

QUESTION 5

What are the security recommendations and best practices for Oracle Functions? 

A. Grant privileges to UID and GID 1000, such that the functions running within a container acquire the default
rootcapabilities. 

B. Add applications to network security groups for fine-grained ingress/egress rules. 

C. Define a policy statement that enables access to functions for requests coming from multiple IP addresses. 

D. Ensure that functions in a VCN have restricted access to resources and services. 

Correct Answer: B 
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https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm 
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