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QUESTION 1

Which architecture is based on the principle of "never trust, always verify"? 

A. Federated identity 

B. Zero trust 

C. Fluidperimeter 

D. Defense in depth 

Correct Answer: B 

Enterprise Interest in Zero Trust is GrowingRansomware and breaches are top of the news cycle and a major concern
for organizations big and small. So, many are now looking at the Zero Trust architecture and its primary principle "never
trust, always verify" to provide greater protection. According to Report Linker, the Zero Trust security market is projected
to grow from USD 15.6 billion in 2019 to USD 38.6 billion by 2024 and that sounds right based on the large number of
companies pitching their Zero Trustwares at RSA 2020. The enterprise was well represented at the conference and
there was a tremendous amount of interest in Zero Trust. Interestingly, even though Zero Trust environments are often
made up of several solutions from multiple vendors it hasn\\'tprevented each of the vendors from evangelizing their
flavors of Zero Trust. This left the thousands of attendees to attempt to cut through the Zero Trust buzz and noise and
make their own conclusions to the best approach. 

https://blogs.oracle.com/cloudsecurity/post/rsa-2020-recap-cloud-security-moves-to-the- front 

 

QUESTION 2

Which statement is trueabout standards? 

A. They may be audited. 

B. They are result of a regulation or contractual requirement or an industry requirement. 

C. They are methods and instructions on how to maintain or accomplish the directives of the policy. 

D. They are the foundation of corporate governance. 

Correct Answer: B 

 

QUESTION 3

Which statement is not true about Cloud Security Posture? 

A. Problems contain data about the specific type of issue that was found. 

B. Problems can be resolved, dismissed, or remediated. 

C. Problems are defined by the type of detector that creates them: activity or configuration. 

D. Problems are created when Cloud Guard discovers a deviation from a responder rule. 
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Correct Answer: D 

https://www.oracle.com/security/cloud-security/what-is-cspm/ 

 

QUESTION 4

You create a new compartment, "apps," to host some production apps and you create an apps_group and added users
to it. What would you do to ensure the users have access to the apps compartment? 

A. Add an IAM policy for the individual users to access the apps compartment. 

B. Add an IAM policy for apps_group granting access to the apps compartment. 

C. Add an lAM policy to attach tenancy to the apps group. 

D. No action is required. 

Correct Answer: B 

 

QUESTION 5

Which of the following services are NOT Security Services in OCI ? Select TWO answers. 

A. Data Guard 

B. Cloud Guard 

C. Vault 

D. Block Volume 

Correct Answer: AD 
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