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QUESTION 1

Which two Oracle Cloud Infrastructure resources can be used to group/categorize expenses? 

A. Policies 

B. Tags 

C. Users 

D. Compartments 

E. Groups 

Correct Answer: BD 

You can do Costs Analysis in OCI and you can group and filter the cost by Tags or compartments To filter costs by
dates To filter costs by tags To filter costs by compartments To remove a compartment or tag filter 

 

QUESTION 2

Your company has deployed a business critical application in Oracle Cloud Infrastructure. What should you 

do to ensure that your application has the highest level of resilience and availability? 

A. Deploy the application across multiple Availability Domains and Subnets 

B. Deploy the application across multiple Virtual Cloud Networks 

C. Deploy the application across multiple Regions and Availability Domains 

D. Deploy the application across multiple Availability Domains and Fault Domains 

Correct Answer: C 

To design a high availability architecture, three key elements should be considered-- redundancy, monitoring, and
failover: 1) Redundancy means that multiple components can perform the same task. The problem of a single point of
failure is eliminated because redundant components can take over a task performed by a component that has failed. 2)
Monitoring means checking whether or not a component is working properly. 3) Failover is the process by which a
secondary component becomes primary when the primary component fails. The best practices introduced here focus on
these three key elements. Although high availability can be achieved at many different levels, including the application
level and the cloud infrastructure level, here we will focus on the cloud infrastructure level. An Oracle Cloud
Infrastructure region is a localized geographic area composed of one or more availability domains, each composed of
three fault domains. High availability is ensured by a redundancy of fault domains within the availability domains. An
availability domain is one or more data centers located within a region. Availability domains are isolated from each
other, fault tolerant, and unlikely to fail simultaneously. Because availability domains do not share physical
infrastructure, such as power or cooling, or the internal availability domain network, a failure that impacts one availability
domain is unlikely to impact the availability of others. A fault domain is a grouping of hardware and infrastructure within
an availability domain. Each availability domain contains three fault domains. Fault domains let you distribute your
instances so that they are not on the same physical hardware within a single availability domain. As a result, an
unexpected hardware failure or a Compute hardware maintenance that affects one fault domain does not affect
instances in other fault domains. You can optionally specify the fault domain for a new instance at launch time, or you
can let the system select one for you. All the availability domains in a region are connected to each other by a low-
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latency, high bandwidth network. This predictable, encrypted interconnection between availability domains provides the
building blocks for both high availability and disaster recovery. Reference: https://docs.oracle.com/en/solutions/design-
ha/index.html#GUID-76ECDDB4-4CB1-4D93-9A6DA8B620F72369 

 

QUESTION 3

Which statement is correct regarding the oracle cloud infrastructure Compute services? 

A. When you stop a compute instance, all data on the boot volume is lost 

B. You can attach a maximum of one public to each compute instance 

C. You can launch either virtual machines or bare metal instances 

D. You cannot attach a block volume to a compute instance 

Correct Answer: C 

Oracle Cloud Infrastructure Compute lets you provision and manage compute hosts, known as instances You can
launch instances as needed to meet your compute and application requirements. After you launch an instance, you can
access it securely from your computer, restart it, attach and detach volumes, and terminate it when you\\'re done with it.
Any changes made to the instance\\'s local drives are lost when you terminate it. Any saved changes to volumes
attached to the instance are retained. Oracle Cloud Infrastructure offers both bare metal and virtual machine instances:
1) Bare Metal: A bare metal compute instance gives you dedicated physical server access for highest performance and
strong isolation. 2) Virtual Machine: A virtual machine (VM) is an independent computing environment that runs on top
of physical bare metal hardware. The virtualization makes it possible to run multiple VMs that are isolated from each
other. VMs are ideal for running applications that do not require the performance and resources (CPU, memory, network
bandwidth, storage) of an entire physical machine. An Oracle Cloud Infrastructure VM compute instance runs on the
same hardware as a bare metal instance, leveraging the same cloud-optimized hardware, firmware, software stack, and
networking infrastructure. Reference: https://docs.cloud.oracle.com/en-
us/iaas/Content/Compute/Concepts/computeoverview.htm 

 

QUESTION 4

Which is an example of Edge Services in Oracle Cloud Infrastructure (OCI)? 

A. Virtual Cloud Network (VCN) 

B. Object Storage 

C. Web Application Firewall 

D. Virtual Firewall 

Correct Answer: C 

Oracle Cloud Infrastructure Web Application Firewall (WAF) is a cloud-based, Payment Card Industry (PCI) compliant,
global security service that protects applications from malicious and unwanted internet traffic. WAF can protect any
internet facing endpoint, providing consistent rule enforcement across a customer\\'s applications. 

WAF provides you with the ability to create and manage rules for internet threats including Cross- Site Scripting (XSS),
SQL Injection and other OWASP-defined vulnerabilities. Unwanted bots can be mitigated while tactically allowed
desirable bots to enter. Access rules can limit based on geography or the signature of the request. Reference:
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https://blogs.oracle.com/cloud-infrastructure/introducing-the-oci-waf
https://blogs.oracle.com/cloudinfrastructure/innovation-in-edge-services-the-oracle-cloud- infrastructure-edge-network 

 

QUESTION 5

Which Oracle Cloud Infrastructure (OCI) service can be used to protect sensitive and regulated data in OCI database
services? 

A. Oracle Data Guard 

B. OCI Audit 

C. Oracle Data Safe 

D. OCI OS management 

Correct Answer: C 

Oracle Data Safe is a unified control center for your Oracle databases which helps you understand the sensitivity of your
data, evaluate risks to data, mask sensitive data, implement and monitor security controls, assess user security, monitor
user activity, and address data security compliance requirements. Whether you\\'re using an Autonomous Database or
an Oracle DB system, Oracle Data Safe delivers essential data security capabilities as a service on Oracle Cloud
Infrastructure. Features of Oracle Data Safe: Oracle Data Safe provides the following set of features for protecting
sensitive and regulated data in Oracle Cloud databases, all in a single, easy-to-use management console: 1) Security
Assessment helps you assess the security of your cloud database configurations. It analyzes database configurations,
user accounts, and security controls, and then reports the findings with recommendations for remediation activities that
follow best practices to reduce or mitigate risk. 2) User Assessment helps you assess the security of your database
users and identify high risk users. It reviews information about your users in the data dictionary on your target
databases, and calculates a risk score for each user. For example, it evaluates the user types, how users are
authenticated, the password policies assigned to each user, and how long it has been since each user has changed
their password. It also provides a direct link to audit records related to each user. With this information, you can then
deploy appropriate security controls and policies. 3) Data Discovery helps you find sensitive data in your cloud
databases. You tell Data Discovery what kind of sensitive data to search for, and it inspects the actual data in your
database and its data dictionary, and then returns to you a list of sensitive columns. By default, Data Discovery can
search for a wide variety of sensitive data pertaining to identification, biographic, IT, financial, healthcare, employment,
and academic information. 4) Data Masking provides a way for you to mask sensitive data so that the data is safe for
non- production purposes. For example, organizations often need to create copies of their production data to support
development and test activities. Simply copying the production data exposes sensitive data to new users. To avoid a
security risk, you can use Data Masking to replace the sensitive data with realistic, but fictitious data. 5) Activity Auditing
lets you audit user activity on your databases so you can monitor database usage and be alerted of unusual database
activities. Reference: https://docs.cloud.oracle.com/en-us/iaas/data-safe/doc/oracle-data-safe-overview.html 
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