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QUESTION 1

You are deploying an API via Oracle Cloud Infrastructure (OCI) API Gateway and you want to implement 

request policies to control access Which is NOT available in OCI API Gateway? 

A. Limiting the number of requests sent to backend services 

B. Enabling CORS (Cross-Origin Resource Sharing) support 

C. Providing authentication and authorization 

D. Controlling access to OCI resources 

Correct Answer: D 

In the API Gateway service, there are two types of policy: 

-

 a request policy describes actions to be performed on an incoming request from a caller before it is sent to a back end 

-

 a response policy describes actions to be performed on a response returned from a back end before it is sent to a
caller 

You can use request policies to: 

-limit the number of requests sent to back-end services 

-enable CORS (Cross-Origin Resource Sharing) support 

-provide authentication and authorization 

 

QUESTION 2

In the sample Kubernetes manifest file below, what annotations should you add to create a private load balancer In
oracle Cloud infrastructure Container Engine for Kubermetes? 
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A. service.beta.kubernetes.io/oci-load-balancer-private:"true" 

B. service.beta.kubernetes.io/oci-load-balancer-private: "true" service.beta.kubernetes.io/oci-load-balancer-subnet1:
"ocid1.subnet.oc1..aaaaa....vdfw" 

C. service.beta.kubernetes.io/oci-load-balancer-internal: "true" 

D. service.beta.kubernetes.io/oci-load-balancer-internal: "true" service.beta.kubernetes.io/oci-load-balancer-subnet1:
"ocid1.subnet.oc1..aaaaa....vdfw" 

Correct Answer: D 

https://docs.cloud.oracle.com/en-us/iaas/Content/ContEng/Tasks/contengcreatingloadbalancer.htm?
TocPath=Services%7CExample%2 0Network%20Resource%20Configuration%7CUpgrading%20the%
20Version%20of%20Kubernetes%2 0Running%20on%20a%20Master%20Node%7C_____2 Creating Internal Load
Balancers in Public and Private Subnets You can create Oracle Cloud Infrastructure load balancers to control access to

Latest 1Z0-1084-21 Dumps | 1Z0-1084-21 Study Guide | 1Z0-1084-21 Braindumps                                3 / 6

https://www.pass4itsure.com/1z0-1084-21.html
https://www.pass4itsure.com/1z0-1084-21.html
https://www.pass4itsure.com/1z0-1084-21.html


https://www.pass4itsure.com/1z0-1084-21.html
2023 Latest pass4itsure 1Z0-1084-21 PDF and VCE dumps Download

services running on a cluster: When you create a \\'custom\\' cluster, you select an existing VCN that contains the
network resources to be used by the new cluster. If you want to use load balancers to control traffic into the VCN, you
select existing public or private subnets in that VCN to host the load balancers. When you create a \\'quick cluster\\', the
VCN that\\'s automatically created contains a public regional subnet to host a load balancer. If you want to host load
balancers in private subnets, you can add private subnets to the VCN later. 

Alternatively, you can create an internal load balancer service in a cluster to enable other programs running in the same
VCN as the cluster to access services in the cluster. You can host internal load balancers in public subnets and private
subnets. To create an internal load balancer hosted on a public subnet, add the following annotation in the metadata
section of the manifest file: service.beta.kubernetes.io/oci-load-balancer-internal: "true" To create an internal load
balancer hosted on a private subnet, add both following annotations in the metadata section of the manifest file:
service.beta.kubernetes.io/oci-load-balancer-internal: "true" service.beta.kubernetes.io/oci-load-balancersubnet1:
"ocid1.subnet.oc1..aaaaaa....vdfw" where ocid1.subnet.oc1..aaaaaa....vdfw is the OCID of the private subnet. 

 

QUESTION 3

A pod security policy (PSP) is implemented in your Oracle Cloud Infrastructure Container Engine for Kubernetes cluster
Which rule can you use to prevent a container from running as root using PSP? 

A. NoPrivilege 

B. RunOnlyAsUser 

C. MustRunAsNonRoot 

D. forbiddenRoot 

Correct Answer: C 

# Require the container to run without root privileges. 

rule: \\'MustRunAsNonRoot\\' 

Reference: https://kubernetes.io/docs/concepts/policy/pod-security-policy/ 

 

QUESTION 4

You are building a container image and pushing it to the Oracle Cloud Infrastructure Registry (OCIR). You 

need to make sure that these get deleted from the repository. 

Which action should you take? 

A. Create a group and assign a policy to perform lifecycle operations on images. 

B. Set global policy of image retention to "Retain All Images". 

C. In your compartment, write a policy to limit access to the specific repository. 

D. Edit the tenancy global retention policy. 

Correct Answer: D 
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Deleting an Image When you no longer need an old image or you simply want to clean up the list of image tags in a
repository, you can delete images from Oracle Cloud Infrastructure Registry. Your permissions control the images in
Oracle Cloud Infrastructure Registry that you can delete. You can delete images from repositories you\\'ve created, and
from repositories that the groups to which you belong have been granted access by identity policies. If you belong to the
Administrators group, you can delete images from any repository in the tenancy. Note that as well deleting individual
images , you can set up image retention policies to delete images automatically based on selection criteria you specify
(see Retaining and Deleting Images Using Retention Policies). Note: In each region in a tenancy, there\\'s a global
image retention policy. The global image retention policy\\'s default selection criteria retain all images so that no images
are automatically deleted. 

However, you can change the global image retention policy so that images are deleted if they meet the criteria you
specify. A region\\'s global image retention policy applies to all repositories in the region, unless it is explicitly overridden
by one or more custom image retention policies. You can set up custom image retention policies to override the global
image retention policy with different criteria for specific repositories in a region. Having created a custom image
retention policy, you apply the custom retention policy to a repository by adding the repository to the policy. The global
image retention policy no longer applies to repositories that you add to a custom retention policy. 

 

QUESTION 5

Who is responsible for patching, upgrading and maintaining the worker nodes in Oracle Cloud Infrastructure Container
Engine for Kubernetes (OKE)? 

A. It Is automated 

B. Independent Software Vendors 

C. Oracle Support 

D. The user 

Correct Answer: D 

After a new version of Kubernetes has been released and when Container Engine for Kubernetes supports the new
version, you can use Container Engine for Kubernetes to upgrade master nodes running older versions of Kubernetes.
Because Container Engine for Kubernetes distributes the Kubernetes Control Plane on multiple Oracle-managed master
nodes (distributed across different availability domains in a region where supported) to ensure high availability, you\\'re
able to upgrade the Kubernetes version running on master nodes with zero downtime. Having upgraded master nodes
to a new version of Kubernetes, you can subsequently create new node pools running the newer version. Alternatively,
you can continue to create new node pools that will run older versions of Kubernetes (providing those older versions are
compatible with the Kubernetes version running on the master nodes). Note that you upgrade master nodes by
performing an `in-place\\' upgrade, but you upgrade worker nodes by performing an `out-of-place\\' upgrade. To upgrade
the version of Kubernetes running on worker nodes in a node pool, you replace the original node pool with a new node
pool that has new worker nodes running the appropriate Kubernetes version. Having \\'drained\\' existing worker nodes
in the original node pool to prevent new pods starting and to delete existing pods, you can then delete the original node
pool. 
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