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QUESTION 1

You are running a mission-critical database application in Oracle Cloud Infrastructure (OCI). You take 

regular backups of your DB system to OCI object storage. Recently, you notice a failed database backup 

status in the console. 

What step can you take to determine the cause of the backup failure? 

A. Ensure that your database host can connect to OCI object storage. 

B. Ensure the database archiving mode is set to NOARCHIVELOG. 

C. Make sure that the database is not active and running while the backup is in progress. 

D. Don\\'t restart the dcsagent program even if it has a status of stop/waiting. 

Correct Answer: A 

Database backups can fail for various reasons. Typically, a backup fails because either the database host cannot
access the object store, or there are problems on the host or with the database configuration. First need to determining
the Problem In the Console, a failed database backup either displays a status of Failed or hangs in the Backup in
Progress or Creating state. If the error message does not contain enough information to point you to a solution, you can
use the database CLI and log files to gather more data. Then, refer to the applicable section in this topic for a solution.
Database Service Agent Issues Your Oracle Cloud Infrastructure Database makes use of an agent framework to allow
you to manage your database through the cloud platform. Occasionally you might need to restart the dcsagent program
if it has the status of stop/waiting to resolve a backup failure. Object Store Connectivity Issues Backing up your
database to Oracle Cloud Infrastructure Object Storage requires that the host can connect to the applicable Swift
endpoint. You can test this connectivity by using a Swift user. Host Issues One or more of the following conditions on
the database host can cause backups to fail: 

-Interactive Commands in the Oracle Profile 

-The File System Is Full 

-Incorrect Version of the Oracle Database Cloud Backup Module 

-Changes to the Site Profile File (glogin.sql) 

Database Issues 

An improper database state or configuration can lead to failed backups. 

-Database Not Running During Backup 

-Archiving Mode Set to NOARCHIVELOG (When you provision a new database, the archiving mode is set 

to ARCHIVELOG by default. This is the required archiving mode for backup operations) 

-Stuck Database Archiver Process and Backup Failures 

-Temporary Tablespace Errors 

-
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RMAN Configuration and Backup Failures 

-

RMAN Retention Policy and Backup Failures 

-Loss of Objectstore Wallet File and Backup Failures 

TDE Wallet and Backup Failures 

-

Incorrect TDE Wallet Location Specification 

-

Incorrect State of the TDE Wallet 

-

Incorrect Configuration Related to the TDE Wallet 

-Missing TDE Wallet File 

As this is not new provisioned database and already in the ARCHIVELOG , regular backups of DB system 

to OCI object storage in places, so the best answers are, 

-Ensure that your database host can connect to the OCI object storage 

-Restart the database service agent 

 

QUESTION 2

You have provisioned an Autonomous Data Warehouse (ADW) database with 16 enabled OCPUs and need to
configure the consumer group for your application. Which two are true when deciding the number of sessions for each
application? (Choose two.) 

A. The MEDIUM and LOW consumer group can run up to 16 concurrent SQL statements if HIGH consumer group has 0
SQL statements 

B. The HIGH consumer group can run up to 16 concurrent SQL statements as long as MEDIUM and LOW consumer
groups have 0 SQL statements 

C. The MEDIUM consumer group can run 20 concurrent SQL statements when HIGH consumer group has 0 SQL
statements 

D. The HIGH consumer group can run up to 16 concurrent SQL statements in addition to 32 concurrent SQL statements
in MEDIUM and LOW consumer group each 

E. The HIGH consumer group can run 3 concurrent SQL statements when MEDIUM consumer group has 0 SQL
statements 

Correct Answer: CE 
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References: https://docs.oracle.com/en/cloud/paas/autonomous-data-warehouse-
cloud/user/connectpredefined.html#GUID-9747539B-FD46-44F1-8FF8-F5AC650F15BE 

 

QUESTION 3

Which three are capabilities of the dbaascli utility? (Choose three.) 

A. Patching the primary database deployment 

B. Open port 1521 in the VCN to allow for traffic to the listener 

C. Start and open the database instance 

D. Switchover and failover in an Oracle Guard configuration 

E. Clone a DB 

Correct Answer: ACD 

https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/dbaascli.html Using the dbaascli utility, 

you can: 

Change the password of a database user. 

Start and stop a database. 

Start and stop the Oracle Net listener 

Check the status of the Oracle Data Guard configuration. Perform switchover and failover in an Oracle 

Data Guard configuration. 

Patch the database deployment. 

Perform database recovery. 

Rotate the master encryption key. 

https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/dbaascli.html 

 

QUESTION 4

You are designing a two-tier web application in Oracle Cloud Infrastructure (OCI). Your clients want to 

access the web servers from anywhere, but want to prevent access to the database servers from the 

Internet. 

Which is the recommended way to design the network architecture? 

A. Create public subnets for web servers and private subnets for database servers in your virtual cloud network (VCN),
and associate separate internet gateways for each subnet. 
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B. Create public subnets for web servers and associate a dynamic routing gateway with that subnet, and a private
subnet for database servers with no association to dynamic gateway. 

C. Create public subnets for web servers and private subnets for database servers in your VCN, and associate separate
security lists and route tables for each subnet. 

D. Create a single public subnet for your web servers and database servers, and associate only your web servers to
internet gateway. 

Correct Answer: C 

When you create a subnet, by default it\\'s considered public, which means instances in that subnet are allowed to have
public IP addresses. Whoever launches the instance chooses whether it will have a public 

IP address. You can override that behavior when creating the subnet and request that it be private, which 

means instances launched in the subnet are prohibited from having public IP addresses. Network 

administrators can therefore ensure that instances in the subnet have no internet access, even if the VCN 

has a working internet gateway, and security rules and firewall rules allow the traffic. 

There are two optional gateways (virtual routers) that you can add to your VCN depending on the type of 

internet access you need: 

Internet gateway: For resources with public IP addresses that need to be reached from the internet 

(example: a web server) or need to initiate connections to the internet. NAT gateway: For resources 

without public IP addresses that need to initiate connections to the internet (example: for software updates) 

but need to be protected from inbound connections from the internet. 

Just having an internet gateway alone does not expose the instances in the VCN\\'s subnets directly to the 

internet. The following requirements must also be met: 

The internet gateway must be enabled (by default, the internet gateway is enabled upon creation). 

The subnet must be public. 

The subnet must have a route rule that directs traffic to the internet gateway. The subnet must have 

security list rules that allow the traffic (and each instance\\'s firewall must allow the traffic). 

The instance must have a public IP address. 

 

QUESTION 5

You are an administrator with an application running on OCI. The company has a fleet of OCI compute virtual instances
behind an OCI Load Balancer. The OCI Load Balancer Backend Set health check API is providing a `Critical\\' level
warning. You have confirmed that your application is running healthy on the backend servers. What is the possible
reason for this `Critical\\' warning? 
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A. A user does not have correct IAM credentials on the Backend Servers. 

B. The Backend Server VCN\\'s Route Table does not include the route for OCI LB. 

C. OCI Load Balancer Listener is not configured correctly. 

D. The Backend Server VCN\\'s Security List does not include the IP range for the source of the health check requests. 

Correct Answer: D 

References: 

"In this case, your security rules might not include the IP range for the source of the health check requests. 

You can find the health check source IP on the Details page for each backend server. You can also use 

the API to find the IP in the sourceIpAddress field of the HealthCheckResult object." https://
docs.cloud.oracle.com/iaas/Content/Balance/Tasks/editinghealthcheck.htm#health-status 
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