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QUESTION 1

Which two resources are available by default when your Oracle Cloud Infrastructure tenancy is provisioned? 

A. an NVMe SSD boot disk for each instance, whose size is determined by the image and shape of the instance 

B. a range of public IP addresses that are reserved for your tenancy 

C. a set of images, where each image is a template of a virtual hard drive that consists of the OS and installed software
and applications 

D. a variety of shapes, where each shape determines the number of CPUs and memory allocated to an instance. 

Correct Answer: CD 

 

QUESTION 2

You need to transfer over 12 TB of data from on-premises to your cloud account. You started copying this data over the
internet and noticed that it will take too long to complete. Without increasing the costs of your subscription, what is the
recommended way to send this amount of data to your cloud account? 

A. Use Data Transfer Service to send your data. 

B. Split the data into multiple parts and use the multipart tool. 

C. Use a 10 GB FastConnect line to send the data. 

D. Send the data over a VPN IPsec tunnel. 

E. Compress the data and use the multipart tool. 

Correct Answer: A 

References: 

Overview of Data Transfer Service 

Oracle offers offline data transfer solutions that let you migrate data to Oracle Cloud Infrastructure. Moving 

data over the public internet is not always feasible due to high network costs, unreliable network 

connectivity, long transfer times, and security concerns. Our transfer solutions address these pain points, 

are easy to use, and provide significantly faster data upload compared to over-the- wire data transfer. 

https://docs.cloud.oracle.com/iaas/Content/DataTransfer/Concepts/overview.htm 

 

QUESTION 3

Which two statements about the Oracle File Storage Service (FSS) Security are accurate? (Choose two.) 
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A. Oracle IAM controls which filesystems are mountable by which instances. 

B. Security lists can be used as a virtual firewall to prevent an instance from mounting an FSS mount target within a
subnet. 

C. Encryption of file storage in FSS is optional. 

D. Data in transit to an FSS mount target is encrypted. 

E. FSS leverages UNIX user group and permission checking for file access security. 

Correct Answer: DE 

All data is encrypted at rest. and In-transit encryption provides a way to secure your data between instances and
mounted file systems using TLS v. 1.2 (Transport Layer Security) encryption. File Storage service supports the
AUTH_UNIX style of authentication and permission checking for remote NFS client requests. 

 

QUESTION 4

You are designing a two-tier web application in Oracle Cloud Infrastructure (OCI). Your clients want to 

access the web servers from anywhere, but want to prevent access to the database servers from the 

Internet. 

Which is the recommended way to design the network architecture? 

A. Create public subnets for web servers and private subnets for database servers in your virtual cloud network (VCN),
and associate separate internet gateways for each subnet. 

B. Create public subnets for web servers and associate a dynamic routing gateway with that subnet, and a private
subnet for database servers with no association to dynamic gateway. 

C. Create public subnets for web servers and private subnets for database servers in your VCN, and associate separate
security lists and route tables for each subnet. 

D. Create a single public subnet for your web servers and database servers, and associate only your web servers to
internet gateway. 

Correct Answer: C 

When you create a subnet, by default it\\'s considered public, which means instances in that subnet are allowed to have
public IP addresses. Whoever launches the instance chooses whether it will have a public 

IP address. You can override that behavior when creating the subnet and request that it be private, which 

means instances launched in the subnet are prohibited from having public IP addresses. Network 

administrators can therefore ensure that instances in the subnet have no internet access, even if the VCN 

has a working internet gateway, and security rules and firewall rules allow the traffic. 

There are two optional gateways (virtual routers) that you can add to your VCN depending on the type of 

internet access you need: 
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Internet gateway: For resources with public IP addresses that need to be reached from the internet 

(example: a web server) or need to initiate connections to the internet. NAT gateway: For resources 

without public IP addresses that need to initiate connections to the internet (example: for software updates) 

but need to be protected from inbound connections from the internet. 

Just having an internet gateway alone does not expose the instances in the VCN\\'s subnets directly to the 

internet. The following requirements must also be met: 

The internet gateway must be enabled (by default, the internet gateway is enabled upon creation). 

The subnet must be public. 

The subnet must have a route rule that directs traffic to the internet gateway. The subnet must have 

security list rules that allow the traffic (and each instance\\'s firewall must allow the traffic). 

The instance must have a public IP address. 

 

QUESTION 5

When terminating a compute instance, which statement is true? 

A. The instance needs to be stopped first, and then terminated. 

B. The boot volume is always deleted. 

C. All block volumes attached to the instance are terminated. 

D. Users can preserve the boot volume associated with the instance. 

Correct Answer: D 

You can permanently terminate (delete) instances that you no longer need. Any attached VNICs and volumes are
automatically detached when the instance terminates. Eventually, the instance\\'s public and private IP addresses are
released and become available for other instances. By default, the instance\\'s boot volume is deleted when you
terminate the instance, however you can preserve the boot volume associated with the instance, so that you can attach
it to a different instance as a data volume, or use it to launch a new instance. 
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