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QUESTION 1

You are the Solutions Architect of a large company and are tasked with migrating all your services to Oracle Cloud
Infrastructure. As part of this, you first design a Virtual Cloud Network (VCN) with a public subnet and a private subnet.
Then in order to provide Internet connectivity to the instances in your private subnet, you create an Oracle Linux
instance in your public subnet and configure NAT on it. However, even after adding all related security list rules and
routes in the Route Table, your private subnet instances still cannot connect to the Internet. Which action should you
perform to enable Internet connectivity? 

A. Disable "Source and Destination Check" on the VNIC of your Linux instance. 

B. There is no way that a private subnet can connect to the Internet. 

C. Create a Dynamic Routing Gateway (DRG) and route your private IP traffic to the DRG. 

D. Restart the NAT instance. 

Correct Answer: A 

https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVNICs.htm#Source/D By default, every VNIC
performs the source/destination check on its network traffic. The VNIC looks at the source and destination listed in the
header of each network packet. If the VNIC is not the source or destination, then the packet is dropped. If the VNIC
needs to forward traffic (for example, if it needs to perform Network Address Translation (NAT)), you must disable the
source/destination check on the VNIC. For instructions, see To update an existing VNIC. For information about the
general scenario, see Using a Private IP as a Route Target. 

 

QUESTION 2

You are planning to deploy a multi-region web application in Oracle Cloud Infrastructure (OCI). You have customers in
North America, Asia and Europe who will access the application. What service is available in OCI to help you choose
the regions the lowest latency to these markets? 

A. Internet Intelligence 

B. FastConnect 

C. IPsec VPN 

D. DNS Zone Management 

Correct Answer: A 

 

QUESTION 3

Your company decided to move a few applications to Oracle Cloud Infrastructure (OCI) in the US West 

(us-phoenix-1) region. 

You need to design a cloud-based disaster recovery (DR) solution with a requirement to deploy the DR 

resources in the US East (us-ashburn-1) region to minimize network latency. 
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What is the recommended deployment? 

A. Deploy production and DR applications in two separate virtual cloud networks (VCNs), each in different regions, and
then use VCN local peering gateways for connectivity. 

B. Deploy production and DR applications in two separate VCNs, each in different regions. Connect them using a VCN
remote peering connection. 

C. Deploy production and DR applications in the same VCN. Create production subnets in one AD, and DR subnets in
another AD (assume a multi-AD region). 

D. Deploy production and DR applications in two separate VCNs in different availability domains (ADs) within the
primary region, and then use a VCN remote peering connection for connectivity. 

Correct Answer: A 

Remote VCN peering is the process of connecting two VCNs in different regions The peering allows the VCNs\\'
resources to communicate using private IP addresses without routing the traffic over the internet or through your on-
premises network. 

 

QUESTION 4

You are running several Linux based operating systems in your on .premises environment that you want to import to
OCI as custom images. You can launch your imported images as OCI compute Virtual machines. Which two modes
below can be used to launch these imported Linux VMs? 

A. Native 

B. Mixed 

C. Paravirtualized 

D. Emulated 

Correct Answer: CD 

You can use the Console or API to import exported images from Object Storage. To import an image, you 

need read access to the Object Storage object containing the image. 

during the Import you can select the Launch mode: 

For custom images where the image format is .oci, Oracle Cloud Infrastructure selects the applicable 

launch mode based on the launch mode for the source image. For custom images exported from Oracle 

Cloud Infrastructure where the image type is QCOW2, select Native Mode. 

To import other custom images select Paravirtualized Mode or Emulated Mode. For more information, see 

Bring Your Own Image (BYOI). 
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QUESTION 5

Your customer is using an Oracle Cloud Infrastructure (OCI) compartment named Production that hosts several
resources such as compute instances, DB Systems and File Systems. Each resource in the Production compartment is
tagged. The customer\\'s security team wants to restrict access to DB Systems to only the authorized group of DBAs. 

Which OCI Tagging capability can be used to meet this requirement? 

A. Tags Defaults with predefined values 

B. Tag Defaults 

C. Cost-Tracking Tags 

D. Tag-based Access Control 

Correct Answer: D 

Reference: 

https://docs.cloud.oracle.com/en-us/iaas/Content/Tagging/Tasks/ managingaccesswithtags.htm#about 
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