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QUESTION 1

You have created a new compartment called Production to host some production apps. You have also created users in
your tenancy and added them to a Group called "production group". Your users are still unable to access the Production
compartment. How can you resolve this situation? 

A. Every compartment you create comes with a predefined set of policies, so no further action is needed 

B. Your users get automatic access to all compartments, so no further action is needed 

C. Write an IAM Policy for each specific user granting them access to the production compartment 

D. Write an IAM Policy for "production_group" granting it access to the production compartment 

Correct Answer: D 

When creating a compartment, you must provide a name for it (maximum 100 characters, including letters, numbers,
periods, hyphens, and underscores) that is unique within its parent compartment. You must also provide a description,
which is a non-unique, changeable description for the compartment, from 1 through 400 characters. After creating a
compartment, you need to write at least one policy for it, otherwise no one can access it (except administrators or users
who have permissions set at the tenancy level). When creating a compartment inside another compartment, the
compartment inherits access permissions from compartments higher up its hierarchy. When you create an access
policy, you need to specify which compartment to attach it to. This controls who can later modify or delete the policy.
Depending on how you\\'ve designed your compartment hierarchy, you might attach it to the tenancy, a parent, or to the
specific compartment itself. 

 

QUESTION 2

A company currently uses Microsoft Active Directory as its identity provider. The company recently purchased Oracle
Cloud Infrastructure (OCI) to leverage the cloud platform for its test and development operations. As the administrator,
you are now tasked with giving access only to developers so that they can start creating resources in their OCI
accounts. Which step will you perform to achieve this requirement? 

A. Create a group for developers on OCI and map the group to a similar group in Microsoft Active Directory during the
federation process. 

B. Federate all Microsoft Active Directory groups with OCI to allow users to use their existing credentials. 

C. Create a new user account for each user, and then create policies to provide access to developers. 

D. Create a group for developers on OCI, export all the developers from Microsoft Active Directory, and then import
them into the Identity and Access Management (IAM) group. 

Correct Answer: A 

 

QUESTION 3

You are a network architect and have designed the network infrastructure of a three-tier application on 

Oracle Cloud Infrastructure (OCI). In the architecture, back-end DB servers are in a private subnet. One of 
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your DB administrators requests to have access to OCI object storage service. 

How can you meet this requirement? 

A. Add a new route rule to the private subnet route table to route default traffic to the internet gateway. 

B. Attach a public IP address to the instances in the private subnet, and then add a new route rule to the private subnet
route table to route default traffic to the internet gateway. 

C. Create a dynamic routing gateway (DRG) and attach it to your virtual cloud network (VCN). Add a 

default route rule to the private subnets route table and set the target as DRG. 

D. Create a service gateway, add a new route rule to the private subnet route table that uses object storage as target
type. 

Correct Answer: D 

A service gateway lets resources in your VCN privately access specific Oracle services, without exposing the data to an
internet gateway or NAT. The resources in the VCN can be in a private subnet and use only private IP addresses. The
traffic from the VCN to the service of interest travels over the Oracle network fabric and never traverses the internet. To
give your VCN access to a given service CIDR label, you must enable that service CIDR label for the VCN\\'s service
gateway. You can do that when you create the service gateway, or later after it\\'s created. You can also disable a
service CIDR label for the service gateway at any time. For traffic to be routed from a subnet in your VCN to a service
gateway, you must add a rule accordingly to the subnet\\'s route table. The rule must use the service gateway as the
target. Reference: https://blogs.oracle.com/cloud-infrastructure/connect-private-instances-with-oracle- servicesthrough-
anoracle-cloud-infrastructure-service-gateway 

 

QUESTION 4

What does Terraform use to create, manage, and manipulate infrastructure resources? 

A. resources 

B. provisioner 

C. instances 

D. provider 

Correct Answer: D 

The Oracle Cloud Infrastructure provider is used to interact with the many resources supported by the Oracle Cloud
Infrastructure. The provider needs to be configured with credentials for the Oracle Cloud Infrastructure account. 

 

QUESTION 5

You are designing a high bandwidth, redundant connection between your data center and Oracle Cloud 

Infrastructure (OCI). While researching for OCI FastConnect locations, you notice that you are co-located 

with Oracle at one of the Oracle FastConnect locations in the Ashburn region. 
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What is the recommended design in this scenario? 

A. Create a cross-connect group and have two or more cross-connects in that group. Create an IPsec VPN connection
on this group. 

B. Setup two IPsec connections between your data center and OCI Ashburn region. Create a OCI load balancer to
distribute the traffic across the two connections. 

C. Create a cross-connect group and have at least two or more cross-connects in that group. Create at least two or
more virtual circuits in the group. 

D. Create a cross-connect group and have at least one cross-connect in that group. Create at least one virtual circuit in
the group. 

Correct Answer: C 

You could have multiple private virtual circuits, for example, to isolate traffic from different parts of your organization
(one virtual circuit for 10.0.1.0/24; another for 172.16.0.0/16), or to provide redundancy. 
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