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QUESTION 1
Which two statements are true about policies?
A. You can use read, write, manage, and inspect as verbs for defining a policy.

B. A policy is a document that specifies who can access which Oracle Cloud Infrastructure resources that your company
has, and how.

C. Users need not do anything but still have to be added to a group with appropriate policies defined.
D. You can deny access to a group via policies.

Correct Answer: BC

QUESTION 2

You have created a virtual cloud network (VCN) with three private subnets. Two of the subnets contain application
servers and the third subnet contains a DB System. The application requires a shared file system so you have
provisioned one using the file storage service (FSS). You also created the corresponding mount target in one of the
application subnets. The VCN security lists are properly configured so that both application servers and the DB System
can access the file system. The security team determines that the DB System should have read-only access to the file
system. What change would you make to satisfy this requirement?

A. Create an NFS export option that allows READ_ONLY access where the source is the CIDR range of the DB System
subnet.

B. Connect via SSH to one of the application servers where the file system has been mounted. Use the Unix command
chmod to change permissions on the file system directory, allowing the database user read only access.

C. Modify the security list associated with the subnet where the mount target resides. Change the ingress rules
corresponding to the DB System subnet to be stateless.

D. Create an instance principal for the DB System. Write an Identity and Access Management (IAM) policy that allows
the instance principal read-only access to the file storage service.

Correct Answer: A
NFS export options enable you to create more granular access control than is possible using just security list rules to

limit VCN access. You can use NFS export options to specify access levels for IP addresses or CIDR blocks connecting
to file systems through exports in a mount target.

QUESTION 3

What happens after you successfully run the following command on your Oracle Cloud Infrastructure Container Engine
for Kubernetes (OKE) using the YAML file defined below? kubectl create -f definition.yml YAML file ?definition.yml
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apiVersion: vl

kind: Pod

metadata:
name: myapp
labels:

app: myapp
spec:
containers:
- Bame: ngilnx-—image
image: nglnx
— name: mysgl-image
image: mysgl
A. A single Pod with a single container is created.
B. Two Pods with a container each are created.
C. A single Pod with two containers is created.

D. No Pod gets created.

Correct Answer: C

QUESTION 4
Which statement is true about Oracle Cloud Infrastructure FastConnect?

A. For private peering, FastConnect extends your existing infrastructure to allow you to consume object storage from
your on-premises data center

B. For private peering, FastConnect extends your existing infrastructure to a virtual cloud network

C. The FastConnect provider network offers only 1 Gbps port connection speed increments

D. For public peering, a dynamic routing gateway must be configured and attached to the virtual cloud network (VCN)
Correct Answer: B

With FastConnect, you can choose to use private peering, public peering, or both. Private peering: To extend your
existing infrastructure into a virtual cloud network (VCN) in Oracle Cloud Infrastructure (for example, to implement a
hybrid cloud, or a lift and shift scenario). Communication across the connection is with IPv4 private addresses (typically
RFC 1918). Public peering: To access public services in Oracle Cloud Infrastructure without using the internet. For
example, Object Storage, the Oracle Cloud Infrastructure Console and APIs, or public load balancers in your VCN.

Communication across the connection is with IPv4 public IP addresses. Without FastConnect, the traffic destined for
public IP addresses would be routed over the internet.
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QUESTION 5

You are an administrator with an application running on OCI. The company has a fleet of OCI compute virtual instances
behind an OCI Load Balancer. The OCI Load Balancer Backend Set health check APl is providing a “Critical\\' level

warning. You have confirmed that your application is running healthy on the backend servers. What is the possible
reason for this "Critical\\' warning?

A. A user does not have correct IAM credentials on the Backend Servers.

B. The Backend Server VCN\\'s Route Table does not include the route for OCI LB.

C. OCI Load Balancer Listener is not configured correctly.

D. The Backend Server VCN\\'s Security List does not include the IP range for the source of the health check requests.
Correct Answer: D

References: "In this case, your security rules might not include the IP range for the source of the health check requests.
You can find the health check source IP on the Details page for each backend server. You can also use the API to find

the IP in the sourcelpAddress field of the HealthCheckResult object.”
https://docs.cloud.oracle.com/iaas/Content/Balance/Tasks/editinghealthcheck.htm#health-status
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