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QUESTION 1

You have an Oracle Cloud Infrastructure (OCI) load balancer distributing traffic via an evenly- weighted round robin
policy to your back-end web servers. You notice that one of your web servers is receiving more traffic than other web
servers. How can you resolve this to make sure traffic is evenly distributed across all back-end webservers? 

A. Disable cookie-based session persistence on your backend set. 

B. Change kee 

C. Disable SSL configuration associated with your backend set. 

D. Create separate listeners for each backend web server. 

Correct Answer: D 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Concepts/balanceoverview.htm 

 

QUESTION 2

Which of the following statements is true about the Oracle Cloud Infrastructure (OCI) Object Storage serverside
encryption? 

A. Encryption of data encryption keys with a master encryption key is optional. 

B. Customer-provided encryption keys are always stored in OCI Vault service. 

C. Encryption is enabled by default and cannot be turned off. 

D. Each object in a bucket is always encrypted with the same data encryption key. 

Correct Answer: B 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Object/Tasks/usingyourencryptionkeys.htm 

 

QUESTION 3

Which two statements are true about data guard service on DB Systems in Oracle Cloud Infrastructure (OCI)? 

A. Data guard implementation requires two DB Systems, one running the primary database on a virtual machine and the
standby database running on bare metal. 

B. Data guard implementation requires two DB Systems, one containing the primary database and one containing the
standby database. 

C. Data guard configuration on the OCI is limited to a virtual machine only. 

D. Both DB Systems must use the same VCN, and port 1521 must be open. 

Correct Answer: BD 
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QUESTION 4

Which two statements are true about restoring a volume from a block volume backup in Oracle Cloud Infrastructure
Block Volume service? 

A. You can restore a volume from any full volume backup but not from an Incremental backup. 

B. You can only restore a volume to the same availability domain in which the original block volume resides. 

C. You can restore a block volume backup to a larger volume size. 

D. You can restore a volume to any availability domain within the same region where the backup is stored. 

E. You can restore only one volume from a manual block volume backup. 

Correct Answer: CD 

Reference https://docs.cloud.oracle.com/enus/iaas/Content/Block/Tasks/restoringavolumefromabackup.htm 

 

QUESTION 5

A company currently uses Microsoft Active Directory as its identity provider. The company recently subscribed to Oracle
Cloud Infrastructure (OCI) to leverage the cloud platform for test and development. As the administrator, you configured 

the OCI tenancy to be federated with Microsoft Active Directory. Now you need to give access to developers so that
they can start creating resources in their OCI accounts. 

Which step will you perform to make sure you are not duplicating user creation inside of OCI tenancy? 

A. Create a group for developers on OCI and map the group to a similar group in Microsoft Active Directory during the
federation process. 

B. Create a new user account in OCI for each user, and then create policies to provide access to developers. 

C. Create a group for developers on OCI, export all the developers from Microsoft Active Directory, and then import
them into the Identity and Access Management (IAM) group. 

D. Create a single user account in OCI, and then create policies to provide access to developers to this single account. 

Correct Answer: A 

When working with your IdP, your administrator defines groups and assigns each user to one or more groups according
to the type of access the user needs. Oracle Cloud Infrastructure also uses the concept of groups (in conjunction with
IAM policies) to define the type of access a user has. As part of setting up the relationship with the IdP, your
administrator can map each IdP group to a similarly defined IAM group, so that your company can re-use the IdP group
definitions when authorizing user access to Oracle Cloud Infrastructure resources. 
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