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QUESTION 1

Scenario: During application troubleshooting, a Citrix Engineer notices that response traffic received from a protected
web application is NOT matching what the web server is sending out. The engineer is concerned that someone is trying
to disrupt caching behavior. 

Which action is the Citrix Web App Firewall performing that would trigger this false positive? 

A. Removing the Last-Modified header 

B. Inserting a hidden form field 

C. Removing the Accept-Encoding header 

D. Modifying and adding cookies in the response 

Correct Answer: A 

 

 

QUESTION 2

Which report can a Citrix Engineer review to ensure that the Citrix ADC meets all PCI-DSS requirements. 

A. Generate Application Firewall Configuration 

B. PCI-DSS Standards 

C. Application Firewall Violations Summary 

D. Generate PCI-DSS 

Correct Answer: D 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/stats- andreports.html 

 

QUESTION 3

Which Citrix Web App Firewall profile setting can a Citrix Engineer implement to remove non-essential content from web
files to improve response time? 

A. Strip HTML Comments 

B. Exclude Uploaded Files from Security Checks 

C. Enable Form Tagging 

D. Exempt Closure URLs from Security Checks 

Correct Answer: A 
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QUESTION 4

Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to protect a web application.
The engineer configures the AppQoE action to deliver a custom response from a backup server once the maximum
number of concurrent connection is reached. 

To achieve this, the engineer should set the Acton Type to________and specify the_______. (Choose the correct
option to complete the sentence.) 

A. NS; Alternate Content Server Name 

B. ACS; Custom File 

C. ACS; Alternate Content Server Name 

D. NS; Custom File 

Correct Answer: C 

 

QUESTION 5

Scenario: A Citrix Engineer used Learning to establish the HTML SQL Injection relaxations for a critical web application.
The engineer now wishes to begin working on the protections for a different web application. The name of the Web App
Profile is appfw_prof_customercare. 

Which CLI command can the engineer use to empty the Learn database? 

A. set appfw learningsettings appfw_prof_customercare -SQLInjectionMinThreshold 0 

B. set appfw learningsettings appfw_prof_customercare -startURLMinThreshold 0 

C. reset appfw learningdata 

D. export appfw learningdata appfw_prof_customercare 

Correct Answer: C 
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