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QUESTION 1

A Citrix Engineer wants to delegate management of Citrix Application Delivery Management (ADM) to a junior team
member.

Which assigned role will limit the team member to view all application-related data?
A. readonly

B. appReadonly

C. admin

D. appAdmin

Correct Answer: B

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management- service/setting-up/ configuring- role-
based-access-control.html

QUESTION 2

Scenario: A Citrix Engineer configured signature protections for Citrix Web App Firewall. Signature Auto-Update has
been enabled. Upon reviewing the log files, the engineer notices that the auto update process has an error. In the
settings for Signature Auto Update the engineer notices that the URL is blank.

Which URL should the engineer enter to restore the update process?

A. https://s3.amazonaws.com/NSAppFwSignatures/SignaturesMapping.xml

B. https://download.citrix.com/NSAppFwSignatures/SignaturesMapping.xml

C. https:/lwww.citrix.com/NSAppFwSignatures/SignaturesMapping.xml

D. https://citrix.azure.com/NSAppFwSignatures/SignaturesMapping.xml

Correct Answer: A

Reference: https://support.citrix.com/article/CTX138858

QUESTION 3

Scenario: A Citrix Engineer has configured Citrix Application Delivery Management (ADM) to monitor applications
presented by Citrix ADC appliances. When reviewing the App Security Dashboard, the engineer finds no data.

What must the engineer do to ensure data is being collected from the applications?
A. Enable AppFlow for Security Insight on the instances in Citrix ADM.

B. Update the password stored in the instance profile on Citrix ADM.
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C. Point the default route on Citrix ADM to the subnet with the NSIPs of the Citrix ADC appliances.
D. Enable the Web App Firewall feature on the Citrix ADC appliances.

Correct Answer: A

QUESTION 4

A manager for a hospital billing system wants to display the last four digits of a credit card number when printing
invoices.

Which credit card security action does this?
A. X-Out

B. Log

C. Transform

D. Block

Correct Answer: A

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application- firewall/dataleak-prevention/ creditcard-
check.html

QUESTION 5

Scenario: A Citrix Engineer is reviewing the log files for a protected application. The engineer discovers a lot of errors
pertaining to invalid data being supplied by users.

Which protection can the engineer implement at the Citrix Web App Firewall to reduce these errors?
A. Field Format

B. Cross-Site Request Forgeries (CSRF)

C. Form Field Consistency

D. HTML SQL Injection

Correct Answer: C
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