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QUESTION 1

Which is a single-digit rating system that indicates the criticalness of attacks on the application, regardless of whether or
NOT the application is protected by a NetScaler appliance? 

A. App Store 

B. Safety Index 

C. Threat Index 

D. Transactions 

Correct Answer: C 

 

 

QUESTION 2

A Citrix Engineer is considered that malicious users could exploit a web system by sending a large cookie. Which
security check can the engineer implement to address this concern? 

A. Field Formats 

B. Content-type 

C. Buffer Overflow 

D. Start URL 

Correct Answer: C 

 

 

QUESTION 3

Scenario: A Citrix Engineer needs to set up a NetScaler Web Logging (NSWL) client system for logging. The engineer
attempted to start the NSWL service on the client system and found that the service is NOT starting. 

What could be causing this issue? 

A. TCP 3011 is NOT open between the NetScaler SNIP and the NSWL client. 

B. log.conf file is NOT properly configured on the NSWL client. 

C. Web Logging feature is NOT installed on the NetScaler. 

D. "nswl-verify" command has NOT yet been run on the NSWL client. 

Correct Answer: D 
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QUESTION 4

A Citrix Engineer has received the following message after setting up Application Firewall in Learning mode. 

August 28 6 03:14:27 XXX.0.0.2.08/28/2017:03:14:27 GMT VPXExtProd01 0- PPE-0: default GUI CMD_EXECUTED
1670370 0: User CitrixAdmin- Remote_ip XXX.19.XXX.XXX-Command "show appfw learningdata WebPub_vs_af_1
startURL"- Status "ERROR: Communication error with aslearn" 

What can the engineer perform to resolve the issue? 

A. Reinstall the Application Firewall license. 

B. Reboot the NetScaler appliance. 

C. Disable the Application Firewall feature. 

D. Delete the Profile database and restart the aslearn process. 

Correct Answer: B 

 

QUESTION 5

A Citrix Engineer needs to ensure that infrastructure is PCI DSS compliant. 

Which two are prerequisite actions for PCI DSS compliance? (Choose two.) 

A. Use only vendor-supplied defaults for system passwords and other security parameters. 

B. Assign a unique ID to each person with computer access. 

C. Track and monitor every transaction of the cardholder. 

D. Regularly test security systems and processes. 

E. Ensure that cardholder data is sent unencrypted over public networks. 

Correct Answer: CD 
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