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QUESTION 1

Scenario: A Citrix Engineer has configured a NetScaler Management Analytics System (NMAS) policy mandating that
all certificates must have minimum key strengths of 2048 bits and must be authorized by trusted CA/lIssuers.

How does NMAS alert the engineer about non-compliance?

A. NMAS highlights any non-compliance with the "Non-Recommended\\' tag.
B. NMAS disables any non-compliant policies.

C. NMAS does NOT alert the engineer.

D. NMAS disables any non-compliant certificates.

Correct Answer: A

QUESTION 2

A Citrix Engineer has configured SQL Injection security check to block all special characters.
Which two requests will be blocked after enabling this check? (Choose two.)

A. Citrix; Sqltest

B. 175// OR 1//=1/

C. Citrix" OR "1"="1

D. Citrix OR 1=1

E. 175\ OR "1\\'= "1\

Correct Answer: AB

QUESTION 3

Scenario: A Citrix Engineer has configured LDAP group extraction on the NetScaler Management and Analytics System
(NMAS) for the administration. The engineer observes that extraction is NOT working for one of the five configured
groups.

What could be the cause of the issue?

A. The admin bind user has read-only permissions on the LDAP server.

B. The NMAS group does NOT match the one on the external LDAP servers.

C. The LDAP bind DN is incorrectly configured in the LDAP profile.
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D. The user group extraction is NOT supported with plaintext LDAP.

Correct Answer: B

QUESTION 4

A Citrix Engineer needs to configure NetScaler Management and Analytics System (NMAS) in their network to retain
network reporting data, events, audit logs, and task logs for 20 days.

Which settings can the engineer configure to meet the requirement?
A. System Prune Settings

B. System Backup Settings

C. Instance Backup Settings

D. Syslog Prune Settings

Correct Answer: A

QUESTION 5

A Citrix Engineer needs to ensure that infrastructure is PCI DSS compliant.

Which two are prerequisite actions for PCI DSS compliance? (Choose two.)

A. Use only vendor-supplied defaults for system passwords and other security parameters.
B. Assign a unique ID to each person with computer access.

C. Track and monitor every transaction of the cardholder.

D. Regularly test security systems and processes.

E. Ensure that cardholder data is sent unencrypted over public networks.

Correct Answer: CD
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