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QUESTION 1

Scenario: Users belong to three Authentication, Authorization and Auditing (AAA) groups: Corporate, Finance and
Software.

Show aaa groups: >show aaa group 1) GroupName: Corporate 2) GroupName: Finance 3) GroupName: Software

Done >show aaa group Corporate GroupName: Corporate Weight: 0 Authorization Policy: pol_1, Type: Classic, Priority:
0 > add authorization policy pol_1 ns_true ALLOW > bind aaa group Corporate -policy pol_1

The user is being denied resources while aaad.debug shows: Group “corporate\\' being extracted for user Userl
Why is the user being denied access?

A. The Authorization policy is NOT configured properly.

B. The group attribute is NOT configured in the LDAP policy.

C. AAA group names are NOT the same as those in Active Directory/

D. LDAP Base DN is incorrect.

Correct Answer: D

QUESTION 2

Scenario: User authentication is failing through the NetScaler. A Citrix Administrator checked the Authentication,
Authorization and Auditing (AAA) policy, action and virtual server and verified that the correct configuration was in place.
The administrator bypassed the NetScaler and the authentication worked. Which NetScaler utility can the administrator
use to troubleshoot the access issue?

A. nslog file

B. aaad.debug

C. nscon message

D. Dashboard

Correct Answer: B

QUESTION 3

A Citrix Administrator needs to create a customized blacklist of IP addresses to supplement the Webroot reputation
check, and in order to have stricter access through NetScaler.

How can the administrator create this blacklist?

A. Create several extended Access Control List policies.
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B. Create a data set for IPv4 address matching.
C. Enable MAC-based Forwarding.
D. Create several simple Access Control List policies.

Correct Answer: A

QUESTION 4

Scenario: A Citrix Administrator needs to build policies that control the selection of XenApp applications to
which a user has access. The administrator would like for the policy decisions to be made by leveraging
the HDX settings.

Which type of policy would enable this requirement?

A. Traffic

B. SmartControl

C. Authorization

D. SmartAccess

Correct Answer: D

Reference: https://docs.citrix.com/en-us/xenmobile/server/apps/smart-access-to-hdx-apps.html

QUESTION 5

A Citrix Administrator is configuring a Citrix ADC high availability (HA) pair and needs to ensure that one Citrix ADC is
UP and primary at all times to ensure the business websites are always available.

What does the administrator need to do ensure that the Citrix ADCs still handle web traffic in the event that both nodes
become unavailable or fail a health check?

A. Disable HA Fail-safe mode on the Secondary Citrix ADC.

B. Configure HA Fail-safe mode on each Citrix ADC independently.
C. Disable HA Fail-safe mode on the Primary Citrix ADC only.

D. Configure HA Fail-safe mode on the Primary Citrix ADC only.
Correct Answer: D

Reference: http://www.citrixguru.com/2015/09/14/lab-part-6-configure-netscaler-11-high-availability-hapair/
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