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QUESTION 1

What is one of the limitations of traditional Antivirus when compared to Next Generation Antivirus? 

A. Traditional AV does not need a client installed on the machines to function 

B. Traditional AV focuses on signature or definition based threats 

C. Traditional AV requires integration with a SIEM to use the next generation features 

D. Traditional AV does not provide a dashboard 

Correct Answer: B 

 

 

QUESTION 2

In Workspace ONE Intelligence, which two are default components of the security risk dashboard? (Choose two.) 

A. Compromised Devices 

B. Threats Summary 

C. Web Apps 

D. Desktop Apps 

E. OS Updates 

Correct Answer: AB 

 

 

QUESTION 3

Which VMware Carbon Black Cloud function allows an administrator to remotely run commands on protected
endpoints? 

A. Live Query 

B. Alert Triage 

C. Investigate 

D. Live Response 

Correct Answer: A 

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (26) 
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QUESTION 4

An organization using VMware Carbon Black makes use of an unsigned third party application that is critical to business
function. Unfortunately, the application has a reputation of Potentially Unwanted Program and is prevented from running
based on the policy. 

What Approved list mechanism will allow this application to run in your environment while maintaining the most secure
posture? 

A. MD5 Hash based 

B. Certs based 

C. IT Tools based 

D. SHA-256 Hash based 

Correct Answer: D 

Reference: https://community.carbonblack.com/gbouw27325/attachments/gbouw27325/product-docs-
news/3221/1/VMware%20Carbon%20Black%20App%20Control%20User%20Guide%20v8.6.pdf 

 

QUESTION 5

Which three are VMware Workspace ONE SDK capabilities? (Choose three.) 

A. data loss prevention 

B. find my device 

C. single sign-on 

D. geofencing 

E. application blacklist 

Correct Answer: ACD 
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