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QUESTION 1

John is the network administrator for a small company. The company\\'s network equipment has become outdated, and
John has been asked to recommend a plan to update the company\\'s infrastructure. John has read extensively about
the many advantages of using cloud-based services. Which of the following is an advantage of cloud-based services
that John could cite to support his recommendation? 

A. Unlimited service options and choices 

B. Higher security in a cloud-based environment 

C. Elimination of need for high-speed Internet connection 

D. Elimination of equipment purchase and maintenance 

Correct Answer: D 

 

QUESTION 2

Disaster recovery planning is considered a best practice for all organizations. It is even more important when cloud-
computing services are used. Which of the following should be included as part of a disaster recovery plan for
companies that use cloud-based services? 

A. Company organizational chart 

B. Malware and anti-virus software updates 

C. Service-level agreement with a cloud-provider 

D. Inventory of services not dependent on the cloud provider 

Correct Answer: C 

 

QUESTION 3

Server-based networks typically contain centralized network resources, which are usually not available on peer-to-peer
(P2P) networks. Which of the following examples describes a server based network? 

A. Three network clients connecting to a file server 

B. Downloading a file by using BitTorrent technology 

C. Sharing one or more files to another computer via the Internet 

D. A client connecting to another computer over the Internet to share music 

Correct Answer: A 

 

QUESTION 4
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What is the biggest security concern with wireless networks? 

A. Firewall software is not available for access points. 

B. Wireless encryption algorithms must be implemented. 

C. Wireless networks do not support intrusion detection. 

D. Wireless networks do not support encryption via an access point. 

Correct Answer: B 

 

QUESTION 5

Which of the following is a security threat commonly associated with cloud-based services? 

A. Malware 

B. Phishing 

C. Hypervisor vulnerabilities 

D. Operating system vulnerabilities 

Correct Answer: C 
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