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QUESTION 1

Which of the following will best help you ensure a database server can withstand a recently discovered vulnerability? 

A. Updating the company vulnerability scanner and conducting a new scan 

B. Adding a buffer overflow rule to the intrusion detection system 

C. Reconfiguring the firewall 

D. Installing a system update 

Correct Answer: D 

 

QUESTION 2

You have been assigned to configure a DMZ that uses multiple firewall components. Specifically, you must configure a
router that will authoritatively monitor and, if necessary, block traffic. This device will be the last one that inspects traffic
before it passes to the internal network. Which term best describes this device? 

A. Screening router 

B. Bastion host 

C. Proxy server 

D. Choke router 

Correct Answer: D 

 

QUESTION 3

Which of the following activities is the most effective at keeping the actions of nae end users from putting the
company\\'s physical and logicalWhich of the following activities is the most effective at keeping the actions of na?e end
users from putting the company\\'s physical and logical resources at risk? 

A. Configuring network intrusion-detection software to monitor end user activity 

B. Conducting a training session at the time of hire 

C. Reconfiguring the network firewall 

D. Assembling a team of security professionals to monitor the network 

Correct Answer: B 

 

QUESTION 4

What is the primary strength of symmetric-key encryption? 
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A. It allows easy and secure exchange of the secret key. 

B. It creates aash?of a text, enabling data integrity.It creates a ?ash?of a text, enabling data integrity. 

C. It can encrypt large amounts of data very quickly. 

D. It provides non-repudiation services more efficiently than asymmetric-key encryption. 

Correct Answer: C 

 

QUESTION 5

The best way to thwart a dictionary attack is by enforcing a: 

A. strong password policy. 

B. restricted access policy. 

C. firewall configuration policy. 

D. proxy server policy. 

Correct Answer: A 
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