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QUESTION 1

A new video conferencing device has been installed on the network. You have been assigned to troubleshoot a
connectivity problem between remote workers and the central company. Specifically, remote workers are having
problems making any connection at all. Which technique will most likely help you solve this problem while retaining the
existing level of security at the firewall? 

A. Deny all use of UDP above Port 1024. 

B. Configure the firewall to provide VPN access. 

C. Configure a second network connection directly to the video conferencing device. 

D. Allow all use of UDP below Port 1024. 

Correct Answer: B 

 

QUESTION 2

Irina has contracted with a company to provide Web design consulting services. The company has asked her to use
several large files available via an HTTP server. The IT department has provided Irina with user name and password, as
well as the DNS name of the HTTP server. She then used this information to obtain the files she needs to complete her
task using Mozilla Firefox. Which of the following is a primary risk factor when authenticating with a standard HTTP
server? 

A. HTTP usescleartext transmission during authentication, which can lead to a man-in-the- middle attack. 

B. Irina has used the wrong application for this protocol, thus increasing the likelihood of a man-in- the-middle attack. 

C. A standard HTTP connection uses public-key encryption that is not sufficiently strong, inviting the possibility of a man-
in-the-middle attack. 

D. Irina has accessed the Web server using a non-standard Web browser. 

Correct Answer: A 

 

QUESTION 3

Which algorithm can use a 128-bit key, and has been adopted as a standard by various governments and
corporations? 

A. MARS 

B. RC2 

C. Advanced Encryption Standard (AES) 

D. International Data Encryption Algorithm (IDEA) 

Correct Answer: C 
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QUESTION 4

A security breach has occurred in which a third party was able to obtain and misuse legitimate authentication
information. After investigation, you determined that the specific cause for the breach was that end users have been
placing their passwords underneath their keyboards. Which step will best help you resolve this problem? 

A. Discipline specific end users as object lessons to the rest of the staff and reset passwords on all systems
immediately. 

B. Change all passwords on the company servers immediately and inform end users that their passwords will be
changing on a regular basis. 

C. Set passwords to expire at specific intervals and establish mandatory continual training sessions. 

D. Inform end users that their passwords will be changing on a regular basis and require more complex passwords. 

Correct Answer: C 

 

QUESTION 5

Which of the following organizations provides regular updates concerning security breaches and issues? 

A. IETF 

B. ISO 

C. ICANN 

D. CERT 

Correct Answer: D 
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