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QUESTION 1

Which of the following is a typical target of a trojan on a Linux system? 

A. Kernel modules 

B. Shared libraries 

C. Boot sector files 

D. System32 DLL files 

Correct Answer: A 

 

QUESTION 2

Which of the following is a common problem, yet commonly overlooked, in regards to physical security in server
rooms? 

A. Firewalls that do not have a dedicated backup 

B. False ceilings 

C. Logic bombs 

D. Biometric malfunctions 

Correct Answer: B 

 

QUESTION 3

A new video conferencing device has been installed on the network. You have been assigned to troubleshoot a
connectivity problem between remote workers and the central company. Specifically, remote workers are having
problems making any connection at all. Which technique will most likely help you solve this problem while retaining the
existing level of security at the firewall? 

A. Deny all use of UDP above Port 1024. 

B. Configure the firewall to provide VPN access. 

C. Configure a second network connection directly to the video conferencing device. 

D. Allow all use of UDP below Port 1024. 

Correct Answer: B 

 

QUESTION 4

Which algorithm can use a 128-bit key, and has been adopted as a standard by various governments and
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corporations? 

A. MARS 

B. RC2 

C. Advanced Encryption Standard (AES) 

D. International Data Encryption Algorithm (IDEA) 

Correct Answer: C 

 

QUESTION 5

Consider the following series of commands from a Linux system: iptables -A input -p icmp -s 0/0 ? 0/0 -j REJECT Which
explanation best describes the impact of the resulting firewall ruleset? 

A. Individuals on remote networks will no longer be able to use SSH to control internal network resources. 

B. Internal hosts will not be able to ping each other using ICMP. 

C. Stateful multi-layer inspection has been enabled. 

D. Individuals on remote networks will not be able to use ping to troubleshoot connections. 

Correct Answer: D 
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