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QUESTION 1

Which of the following can help you authoritatively trace a network flooding attack? 

A. Your ISP 

B. Firewall logs 

C. Router logs 

D. Ping 

Correct Answer: A 

 

QUESTION 2

A security breach has occurred involving the company e-commerce server. Customer credit card data has been
released to unauthorized third parties. Which of the following lists the appropriate parties to inform? 

A. Shareholders, law enforcement agencies and company employees 

B. Affected customers, credit card companies and law enforcement agencies 

C. The Internet Service Provider, ICANN and company shareholders 

D. External securityconsultants, company board members and affected customers 

Correct Answer: B 

 

QUESTION 3

At the beginning of an IPsec session, which activity occurs during the Internet Key Exchange (IKE)? 

A. Determining the number of security associations 

B. Negotiating the authentication method 

C. Determining the network identification number 

D. Negotiating the version of IP to be used 

Correct Answer: B 

 

QUESTION 4

Your organization has made a particularly unpopular policy decision. Your supervisor fears that a series of attacks may
occur as a result. You have been assigned to increase automated auditing on a server. When fulfilling this request,
which of the following resources should you audit the most aggressively? 
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A. Authentication databases, including directory servers 

B. Intrusion detection systems, especially those placed on sensitive networks 

C. Log files on firewall systems 

D. Firewall settings for desktop systems 

Correct Answer: A 

 

QUESTION 5

You have been assigned to provide security measures for your office\\'s reception area. Although the company needs to
provide security measures, costs must be kept to a minimum. Which of the following tools is the most appropriate
choice? 

A. Firewall 

B. Intrusion-detection system 

C. Camera 

D. Security guard 

Correct Answer: C 
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