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QUESTION 1

How could you compare the Fingerprint shown to the Fingerprint on the server? Run cpconfig and select: Exhibit:

SmartDashboard® Check Point

R75.20

This is the first time you are contacting this server.

Server: 152.168.10.45 - 192.168.10.45

Fingermrint: COED HARD SODA GUN JERK TOM
USED WOOL HIT WELL YELL NIBS

To be absolutely sume that no one is impersonating your
management, compare the Fingermpnnt in the Configuration Tool
on the server, to this Fingemprint.

Do you approve this Fingermprint as valid?

(Caeprove™] [ gue |

A. the Certificate Authority option and view the fingerprint.

B. the GUI Clients option and view the fingerprint.

C. the Certificate\\'s Fingerprint option and view the fingerprint.
D. the Server Fingerprint option and view the fingerprint.

Correct Answer: C

QUESTION 2

The third-shift Administrator was updating Security Management Server access settings in Global Properties and
testing. He managed to lock himself out of his account. How can you unlock this account?

A. Type fwm unlock_admin from the Security Management Server command line.

B. Type fwm unlock_admin -u from the Security Gateway command line.

C. Type fwm lock_admin -u from the Security Management Server command line.

D. Delete the file admin.lock in the Security Management Server directory $FWDIR/tmp/.

Correct Answer: C
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QUESTION 3

A snapshot delivers a complete backup of Secure Platform. The resulting file can be stored on servers or as a local file
in /var/CP snapshot/snapshots. How do you restore a local snapshot named MySnapshot.tgz?

A. As Expert user, type command snapshot - R to restore from a local file. Then, provide the correct file name.
B. As Expert user, type command revert --file MySnapshot.tgz.
C. As Expert user, type command snapshot -r MySnapshot.tgz.

D. Reboot the system and call the start menu. Select option Snapshot Management, provide the Expert password and
select [L] for a restore from a local file. Then, provide the correct file name.

Correct Answer: B

QUESTION 4

Which of the following items should be configured for the Security Management Server to authenticate via LDAP?
A. Check Point Password

B. Active Directory Server object

C. Windows logon password

D. WMI object

Correct Answer: B

QUESTION 5

John Adams is an HR partner in the ACME organization. ACME IT wants to limit access to HR servers to designated IP
addresses to minimize malware infection and unauthorized access risks. Thus, the gateway policy permits access only

from John\\'s desktop which is assigned an IP address 10.0.0.19 via DHCP.

John received a laptop and wants to access the HR Web Server from anywhere in the organization. The IT department

gave the laptop a static IP address, but that limits him to operating it only from his desk. The current Rule Base contains
a rule that lets John Adams access the HR Web Server from his laptop. He wants to move around the organization and

continue to have access to the HR Web Server.

To make this scenario work, the IT administrator:

1) Enables Identity Awareness on a gateway, selects AD Query as one of the Identity Sources installs the policy.

2) Adds an access role object to the Firewall Rule Base that lets John Adams PC access the HR Web Server from any
machine and from any location.

John plugged in his laptop to the network on a different network segment and he is not able to connect. How does he
solve this problem?

A. John should install the Identity Awareness Agent
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B. The firewall admin should install the Security Policy
C. John should lock and unlock the computer
D. Investigate this as a network connectivity issue

Correct Answer: B
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