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QUESTION 1

What must a public hospital Security Administrator do to comply with new health-care legislation requirements for
logging all traffic accepted through the perimeter Security Gateway?

A. Define two log servers on the VPN-1 NGX R65 Gateway object. Enable "Log Implied Rules" on the first log server.
Enable "Log Rule Base" on the second log server. Use Eventia Reporter to merge the two log server records into the
same database for HIPPA log audits.

B. Install the "View Implicit Rules" package using SmartUpdate.

C. In Global Properties > Reporting Tools check the box "Enable tracking all rules (including rules marked as \V'None\\'
in the Track column). Send these logs to a secondary log server for a complete logging history. Use your normal log
server for standard logging for troubleshooting.

D. Check the "Log Implied Rules Globally" box on the VPN-1 NGX R65 Gateway object.

Correct Answer: C

QUESTION 2

You are preparing computers for a new ClusterXL deployment. For your cluster, you plan to use three machines with the
following configurations: Cluster Member 1: OS: SecurePlatform, NICs: QuadCard, memory: 512 MB, Security Gateway,
version: VPN-1 NGX R65 and primary SmartCenter Server installed, version: VPN-1 NGX R65 Cluster Member 2: OS:
SecurePlatform, NICs: 4 Intel 3Com, memory: 512 MB, Security Gateway only, and version: VPN-1 NGX R65 Cluster
Member 3: OS: SecurePlatform, NICs: 4 other manufacturers, memory: 256 MB, Security Gateway only, and version:
VPN-1 NGX R65

A. No, the Security Gateway cannot be installed on the SmartCenter Pro Server.

B. No, the SmartCenter Pro Server is not running the same operating system as the cluster members.

C. Yes, these machines are configured correctly for a ClusterXL deployment.

D. No, Cluster Member 3 does not have the required memory.

Correct Answer: A

QUESTION 3

Which Security Servers can perform authentication tasks, but CANNOT perform content security tasks?
A. Telnet

B. HTTP

C.FTP

D. SMTP

Correct Answer: A
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QUESTION 4

The customer has a small Check Point installation which includes one Window XP workstation working as
SmartConsole ,, one Solaris server working as SmartCenter, and a third server running SecurePlatform working as
Security Gateway. This is an example of:

A. Hybrid Installation

B. Unsupported configuration

C. Stand-Alone Installation

D. Distributed Installation

Correct Answer: A

QUESTION 5

Your online bookstore has customers connecting to a variety of Web servers to place or change orders, and check order
status. You ran penetration tests through the Security Gateway, to determine if the Web servers were protected from a
recent series of cross-site scripting attacks. The penetration testing indicated the Web servers were still vulnerable. You
have checked every box in the Web Intelligence tab, and installed the Security Policy. What else might you do to reduce
the vulnerability?

A. Configure the Security Gateway protecting the Web servers as a Web server.

B. The penetration software you are using is malfunctioning and is reporting a false- positive.

C. Check the "Web Intelligence" box in the SmartDefense > HTTP Protocol Inspection.

D. Check the "Products > Web Server" box on the host node objects representing your Web servers.

Correct Answer: C
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