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QUESTION 1

Check Point ClusterXL Active/Active deployment is used when: 

A. Only when there is Multicast solution set up 

B. There is Load Sharing solution set up 

C. Only when there is Unicast solution set up 

D. There is High Availability solution set up 

Correct Answer: D 

 

QUESTION 2

In the Check Point three-tiered architecture, which of the following is NOT a function of the Security Management Server
(Security Management Server)? 

A. Display policies and logs on the administrator\\'s workstation. 

B. Verify and compile Security Policies. 

C. Processing and sending alerts such as SNMP traps and email notifications. 

D. Store firewall logs to hard drive storage. 

Correct Answer: A 

 

QUESTION 3

At what point is the Internal Certificate Authority (ICA) created? 

A. Upon creation of a certificate 

B. During the primary Security Management Server installation process. 

C. When an administrator decides to create one. 

D. When an administrator initially logs into SmartConsole. 

Correct Answer: B 

Introduction to the ICA The ICA is a Certificate Authority which is an integral part of the Check Point product suite. It is
fully compliant with X.509 standards for both certificates and CRLs. See the relevant X.509 and PKI documentation, as
well as RFC 2459 standards for more information. You can read more about Check Point and PKI in the R76 VPN
Administration Guide. The ICA is located on the Security Management server. It is created during the installation
process, when the Security Management server is configured. Reference: https://sc1.checkpoint.com/documents/R76/
CP_R76_SecMan_WebAdmin/html_frameset.htm?topic=documents/R76/ CP_R76_SecMan_WebAdmin/13118 
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QUESTION 4

The SIC Status "Unknown" means 

A. There is connection between the gateway and Security Management Server but it is not trusted. 

B. The secure communication is established. 

C. There is no connection between the gateway and Security Management Server. 

D. The Security Management Server can contact the gateway, but cannot establish SIC. 

Correct Answer: C 

SIC Status 

After the gateway receives the certificate issued by the ICA, the SIC status shows if the Security 

Management Server can communicate securely with this gateway: 

Communicating - The secure communication is established. 

Unknown - There is no connection between the gateway and Security Management Server. 

Not Communicating - The Security Management Server can contact the gateway, but cannot establish 

SIC. A message shows more information. Reference: https://sc1.checkpoint.com/documents/R80/ 

CP_R80_SecMGMT/html_frameset.htm?topic=documents/R80/CP_R80_SecMGMT/125443 

 

QUESTION 5

Fill in the blanks: Default port numbers for an LDAP server is ______ for standard connections and _______ SSL
connections. 

A. 675, 389 

B. 389, 636 

C. 636, 290 

D. 290, 675 

Correct Answer: B 

A client starts an LDAP session by connecting to an LDAP server, called a Directory System Agent (DSA), by default on
TCP and UDP port 389, or on port 636 for LDAPS. Global Catalog is available by default on ports 3268, and 3269 for
LDAPS. 
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