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QUESTION 1

A Security Policy installed by another Security Administrator has blocked all SmartDashboard connections to the stand-
alone installation of R77. After running the command fw unloadlocal, you are able to reconnect with SmartDashboard
and view all changes. Which of the following change is the most likely cause of the block?

A. The Allow Control Connections setting in Policy > Global Properties has been unchecked.

B. A Stealth Rule has been configured for the R77 Gateway.

C. The Security Policy installed to the Gateway had no rules in it.

D. The Gateway Object representing your Gateway was configured as an Externally Managed VPN Gateway.

Correct Answer: A

QUESTION 2

Select the TRUE statements about the Rule Base shown? Exhibit:

s8N ([ TT) D NetBIOS [&| Any [& Any [& Any Traffic & NBT @) drop - None [E| Policy Targets
TP 55h
1110 Management B webSingapore == fwsingapore % Any Traffic T accept = MNone [%| Policy Targets
TP hit
TP hitps
H-’I{I’I 0 \Web Server [ Any B webSingapore  [% Any Traffic Tk hitp @I Client Aut Log [%| Policy Targets
n'. | 0 Stealth & Any =3 fwsingapore %l Any Traffic [# Any @ drop Lag [%| Policy Targets
& net_singapore &% net_rome .
CIIT! 0 PartnerCl = & 1% rome_singapare 1Lk hitt] accept Lo %| Pollcy Targets
. B &% net_rome &% net_singapore e Sk = fHR @ f 2 & SIS
& net_singapore IR http
&% net_sydney =2 dns
{ |0 Network Traffic % Any % Any Traffic _2_ icmp-proto @ accept Log [%| Policy Targets
Ik ftp
TP https
o0 LTI 0 MNetwork Traffic [ webSydney [# Any 1% Any Traffic Ik ftp @ reject Log [%| Policy Targets
niIED 0 Cleanup [® Any [ Any &l Any Traffic & Any @ drop Log [%| Policy Targets

1) HTTP traffic from webrome to websingapore will be encrypted. 2) HTTP traffic from websingapore to webrome will be
encrypted. 3) HTTP traffic from webrome to websingapore will be authenticated. 4) HTTP traffic from websingapore to
webrome will be blocked.

A.1,2,and 3

B. 3 only

C.2and 3

D.3and 4

Correct Answer: D
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QUESTION 3

You just installed a new Web server in the DMZ that must be reachable from the Internet. You create a manual Static
NAT rule as follows:

SourcE. Any || Destination: web_public_IP || ServicE. Any || Translated SourcE. original || Translated Destination:
web_private_IP || ServicE. Original

"web_public_IP? is the node object that represents the new Web server\\'s public IP address. "web_private IP? is the
node object that represents the new Web site\\'s private IP address. You enable all settings from Global Properties >
NAT.

When you try to browse the Web server from the Internet you see the error "page cannot be displayed?. Which of the
following is NOT a possible reason?

A. There is no Security Policy defined that allows HTTP traffic to the protected Web server.

B. There is no ARP table entry for the protected Web server\\'s public IP address.

C. There is no route defined on the Security Gateway for the public IP address to the Web server\\'s private IP address.
D. There is no NAT rule translating the source IP address of packets coming from the protected Web server.

Correct Answer: A

QUESTION 4

In a distributed management environment, the administrator has removed the default check from Accept Control
Connections under the Policy > Global Properties > FireWall tab. In order for the Security Management Server to install
a policy to the Firewall, an explicit rule must be created to allow the server to communicate to the Security Gateway on
port

A. 259

B. 900

C. 256

D. 80

Correct Answer: C

QUESTION 5

You are the Security Administrator for MegaCorp. A Check Point firewall is installed and in use on a platform using
GAIA. You have trouble configuring the speed and duplex settings of your Ethernet interfaces. Which of the following
commands can be used in CLISH to configure the speed and duplex settings of an Ethernet interface and will survive a
reboot? Give the BEST answer.

A. ethtool

B. set interface
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C. mii_tool
D. ifconfig -a

Correct Answer: B
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