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QUESTION 1

What is the recommended command to manually initiate a failover on a cluster member in HA?
A. Perform a cpstop on the standby member

B. Perform a clusterXL_admin down on the standby member

C. Perform a cpstop on the active member

D. Perform a clusterXL_admin down on the active member

Correct Answer: D

Reference: https://scl.checkpoint.com/documents/R81/WebAdminGuides/EN/ CP_R81_CLI_ReferenceGuide/Topics-
CLIG/CXLG/Initiating-Manual-Cluster-Failover.htm

QUESTION 2
What is the difference between Client-Side and Server-Side NAT?

A. The translation occurs at the kernel nearest the server for client-side NAT, but for server-side NAT, the translation
occurs at the kernel nearest the client

B. The translation occurs at the kernel nearest the server in both cases. So, there is no difference at all

C. The translation occurs at the kernel nearest the client for client-side NAT, but for server-side NAT, the translation
occurs at the kernel nearest the server

D. The translation occurs at the kernel nearest the client in both cases. So, there is no difference at all

Correct Answer: C

QUESTION 3

An administrator is creating a new site-to-site VPN connection. The agreed settings are AES256 and SHA256. If Elliptic
Curve type transforms are required then what can be specifically configured to achieve this level of security?

A. Protocol 50 with AES

B. Diffie-Hellman Group 20
C. Perfect Forward Secrecy
D. AH should replace ESP
Correct Answer: B

Reference: https://supportcenter.checkpoint.com/supportcenter/portal?
eventSubmit_doGoviewsolutiondetails=andsolutionid=sk27054
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QUESTION 4

Of how many packets consists Main Mode in Phase 1?

A. Three packets

B. Four packets

C. Six packets

D. it depends on the encryption algorithm used. 3DES has three times more packets than DES encryption

Correct Answer: C

QUESTION 5

What is the correct command to turn off an IKE debug?
A. vpn debug ikeoff

B. fw ctl debug ikeoff

C. vpn debug ikeoff O

D. fw ctl vpn debug ikeoff

Correct Answer: A

Reference: https://community.checkpoint.com/docs/DOC-3023-vpn-troubleshooting-commands
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