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QUESTION 1

You are preparing a machine that will be used as a dedicated Web server. Which of the following services should NOT
be removed? 

A. E. IRC 

B. SMTP 

C. FTP 

D. HTTP 

E. PVP 

Correct Answer: D 

 

QUESTION 2

Digital signatures are typically provided by a ____________________, where a third party verifies a key\\'s authenticity. 

A. Network firewall 

B. Security administrator 

C. Domain controller 

D. Certificate Authority 

E. Hash function 

Correct Answer: D 

 

QUESTION 3

A(n) _______ occurs when intrusion-detection measures fail to recognize suspicious traffic or activity. 

A. False positive 

B. False negative 

C. CIFS pop-up 

D. Threshold 

E. Alarm 

Correct Answer: B 
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QUESTION 4

Which of the following is likely in a small-business environment? 

A. Most small businesses employ a full-time information-technology staff. 

B. Resources are available as needed. 

C. Small businesses have security personnel on staff. 

D. Most employees have experience with information security. 

E. Security budgets are very small. 

Correct Answer: E 

 

QUESTION 5

Which of these choices correctly describe denial-of-service (DoS) attacks? (Choose THREE.) 

A. DoS attacks do not require attackers to have any privileges on a target system. 

B. DoS attacks are nearly impossible to stop, once they begin. 

C. DoS attacks free the target system of excessive overhead. 

D. DoS ties up a system with so many requests, system resources are consumed, and performance degrades. 

E. DoS attacks cause the attacked system to accept legitimate access requests. 

Correct Answer: ABD 
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