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QUESTION 1

What must system administrators do when they cannot access a complete replica of their production environment for
testing?

A. Extrapolate results from a limited subset.

B. Eliminate the testing phase of change control.
C. Request additional hardware and software.
D. Refuse to implement change requests.

E. Deploy directly to the production environment.

Correct Answer: A

QUESTION 2

What type of document contains information on alternative business locations, IT resources, and personnel?
A. End-user license agreement

B. Nondisclosure agreement

C. Acceptable use policy

D. Security policy

E. Business continuity plan

Correct Answer: E

QUESTION 3

If a firewall receives traffic not explicitly permitted by its security policy, what should the firewall do?
A. Nothing

B. Do not log and drop the traffic.

C. Log and drop the traffic.

D. Log and pass the traffic.

E. Do not log and pass the traffic.

Correct Answer: C
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QUESTION 4

Which of the following can be stored on a workstation? (Choose TWO.)
A. Payroll information

B. Data objects used by many employees

C. Databases

D. Interoffice memo

E. Customer correspondence

Correct Answer: DE

QUESTION 5

Which encryption algorithm has the highest bit strength?
A. AES

B. Blowfish

C.DES

D. CAST

E. Triple DES

Correct Answer: A
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