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QUESTION 1
intrusion-detection systems learn the behavior of a machine or network, and create a baseline.
A. Behavioral analysis
B. Statistical anomaly
C. Network
D. Pattern matching
E. Host

Correct Answer: B

QUESTION 2

Who should have physical access to network-connectivity devices and corporate servers?
A. Customers and clients

B. Accounting, information-technology, and auditing staff

C. Managers and C-level executives

D. Only appropriate information-technology personnel

E. Only the maintenance staff

Correct Answer: D

QUESTION 3

Which of the following is NOT an auditing function that should be performed regularly?
A. Reviewing IDS alerts

B. Reviewing performance logs

C. Reviewing IDS logs

D. Reviewing audit logs

E. Reviewing system logs

Correct Answer: B

QUESTION 4
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You are a system administrator for a pool of Web servers. The vendor who sells your Web server posts a patch and
sample exploit for a newly discovered vulnerability. You will take all of the actions listed below. Which of the following
actions should you take first?

A. Run the sample exploit against a test server.

B. Run the sample exploit against a production server.

C. Apply the patch to all production servers.

D. Test the patch on a production server.

E. Test the patch on a non-production server.

Correct Answer: A

QUESTION 5

A(n) is a one-way mathematical function that maps variable values into smaller values of a fixed
length.

A. Symmetric key
B. Algorithm

C. Back door

D. Hash function
E. Integrity

Correct Answer: D
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