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QUESTION 1

Why is the root file system mounted read-only during boot and remounted with write permission later on?

A. Because if problems with the root file system are detected during the boot, fsck can be run, without risk of damage.
B. Because this way crackers cannot collect information about root with boot sniffers

C. To avoid writing to the disk, unless the root password is known.

D. To avoid other operating systems overwriting the Linux root partition

E. Because the disk has its own write protection that cannot change by the operating system.

Correct Answer: A

QUESTION 2

What is the purpose of a PTR record?

A. To provide name to IP resolution.

B. To provide IP to name resolution.

C. To direct email to a specific host.

D. To provide additional host information.
E. To direct clients to another nameserver.

Correct Answer: B

QUESTION 3

An SSH port-forwarded connection to the web server www.example.com was invoked using the command ssh -TL 80
:www.example.com:80 user@www.example.com. Which TWO of the following are correct?

A. The client can connect to the web server by typing http://www.example.com/ into the browser\\'s address bar and the
connection will be encrypted

B. The client can connect to www.example.com by typing http://localhost/ into the browser\\'s address bar and the
connection will be encrypted

C. The client can\\'t connect to the web server by typing http://www.example.com/ into the browser\\'s address bar. This
is only possible using http://localhost/

D. Itis only possible to port-forward connections to insecure services that provide an interactive shell (like telnet)

E. The client can connect to the web server by typing http://www.example.com/ into the browser\\'s address bar and the
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connection will not be encrypted

Correct Answer: BE

QUESTION 4

Instead of running the command echo 1 >/proc/sys/net/ipv4/ip_forward, the configuration setting is going to be added to
letc/sysctl.conf. What is the missing value in the configuration line below? (Please specify only the missing value)

Correct Answer: net.ipv4.ip_forward

QUESTION 5

What command must be used to create an SSH key-pair? Please enter the command without the path or any options or
parameters.

Correct Answer: ssh-keygen
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