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QUESTION 1

A user requests a "hidden" Samba share, named confidential, similar to the Windows Administration Share. How can
this be configured?

A. [confidential] comment = hidden share path = /srv/smb/hidden write list = user create mask = 0700 directory mask =
0700

B. [$confidential] comment = hidden share path =/ srv/smb/hidden write list = user create mask = 0700 directory mask =
0700

C. [#confidential] comment = hidden share path =/ srv/smb/hidden write list = user
create mask = 0700
directory mask = 0700

D. [%%confidential] comment = hidden share path =/ srv/smb/hidden write list = user create mask = 0700 directory mask
= 0700

E. [confidential$] comment = hidden share path =/ srv/smb/hidden write list = user create mask = 0700 directory mask =
0700

Correct Answer: E

QUESTION 2

An iptables firewall was configured to use the target MASQUERADE to share a dedicated wireless connection to the
Internet with a few hosts on the local network.

The Internet connection becomes very unstable in rainy days and users complain their connections drop when
downloading e-mail or large files, while web browsing seems to be working fine.

Which change to your iptables rules could alleviate the problem?

A. Change the target MASQUERADE to SNAT

B. Change the target MASQUERADE to DNAT

C. Change the target MASQUERADE to BALANCE and provide a backup Internet connection
D. Change the target MASQUERADE to REDIRECT and provide a backup Internet connection
E. Change the target MASQUERADE to BNAT

Correct Answer: A
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QUESTION 3
A procmail recipe is required to delete all emails marked as spam. Please complete the recipe. :0:
* X-Spam-Status: Yes

Correct Answer: /dev/null

QUESTION 4

A server is being used as a smurf amplifier, whereby it is responding to ICMP Echo-Request packets sent to its
broadcast address. To disable this, which command needs to be run?

A. ifconfig ethO nobroadcast

B. echo "0" > /proc/sys/net/ipv4/icmp_echo_accept_broadcasts
C. iptables -A INPUT -p icmp -j REJECT

D. echo "1" > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts
E. echo "1" > /proc/sys/net/ipv4/icmp_echo_nosmurf

Correct Answer: D

QUESTION 5

Which environment variables are used by ssh-agent? (Please select TWO variables)
A. SSH_AGENT_KEY

B. SSH_AGENT_SOCK

C. SSH_AGENT_PID

D. SSH_AUTH_SOCK

E. SSH_AUTH_PID

Correct Answer: BC
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