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QUESTION 1

Which of the following are default settings when using the Policy Builder to build a security policy based on the QA lab
deployment scenario? (Choose two.)

A. All learned entities are placed in staging.

B. Attack signatures are not placed in staging

C. The security policy is placed in blocking mode

D. Tightening is enabled only on file types and parameters.

Correct Answer: BC

QUESTION 2

A BIG IP Administrator needs to create a virtual server for a new secure end-to-end web application After change in
configuration the virtual server .3 still marked down. The configuration of the virtual server and the pool member are
correct. A quick server shows the status. To fix the issue, what should the BIG-IP Administrator inform the web server
administrator to do?

A. change web server configuration to use SSL/TLS
B. reboot the server

C. restart the web service

D. change web server configuration lo use SSH/SCP
Correct Answer: A

If the application needs to be secure “end-to-end\\'\\' the web server needs to use SSL as well. Most web servers will not
required to HTTP requests when configured with HTTPS, so the monitor is failing.

QUESTION 3

When a business is hacked, they often lose more than money. What are the other consequences to a business as a
result of being hacked? Select two.
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A. Helpful third party reviews of the security needs of the customer\\'s web applications.
B. Valuable free press that occurs as companies address hacking incidents.

C. Penalties related to non-compliance with laws and regulations.

D. Final resolution of all security vulnerabilities of the business\\' web applications.

E. Loss of customers when slow connections drive customers to competitor\\'s site.

Correct Answer: AD

QUESTION 4

Which device group type allows a BIG IP system to automatically become active in the event that the current active
system fails?

A. Sync-active

B. sync-failover
C. sync-standby
D. sync-only
Correct Answer: B

The sync-failover group allows for failover of a traffic group. The sycn-only will synchronize ASM profiles and some
other device information but does not deal with traffic groups

QUESTION 5
The BIG-IP full proxy architecture has full visibility from the client to the server and from the server to the client.
What security benefit does this provide to customers?

A. Offloads security functionality from other devices such as network firewalls and Intrusion Prevention Systems (IPS),
which may experience performance degradation when inspecting DNS queries and responses.

B. provides enhanced support for DNS servers.
C. Establishes highly detailed policies based on your customer\\'s business in requirements, performs multiple factors of
authentication, detects corporate versus non-corporate devices, checks OS patch levels, and determines antivirus patch

levels.

D. Provides industry-leading knowledge of application behavior as it travels through a network, and it applies that
knowledge to security because it knows how an application behaves at any point in the reply request process

Correct Answer: D
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