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QUESTION 1

How does a switch differ from a hub? 

A. A switch does not induce any latency into the frame transfer time. 

B. A switch tracks MAC addresses of directly-connected devices. 

C. A switch operates at a lower, more efficient layer of the OSI model. 

D. A switch decreases the number of broadcast domains. 

E. A switch decreases the number of collision domains. 

Correct Answer: B 

Some of the features and functions of a switch include: 

A switch is essentially a fast, multi-port bridge, which can contain dozens of ports. Rather than creating two collision
domains, each port creates its own collision domain. In a network of twenty nodes, twenty collision domains exist if
each 

node is plugged into its own switch port. If an uplink port is included, one switch creates twenty-one single-node collision
domains. A switch dynamically builds and maintains a Content-Addressable Memory (CAM) table, holding all of the 

necessary MAC information for each port. For a detailed description of how switches operate, and their key differences
to hubs, see the reference link below. 

ReferencE. http://www.cisco.com/warp/public/473/lan-switch-cisco.shtml 

 

QUESTION 2

OSPF is configured using default classful addressing. With all routers and interfaces operational, how many networks
will be in the routing table of R1 that are indicated to be learned by OSPF? 
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A. 2 

B. 3 

C. 4 

D. 5 

E. 6 

F. 7 

Correct Answer: C 

 

 

QUESTION 3

A company has placed a networked PC in a lobby so guests can have access to the corporate directory. 

A security concern is that someone will disconnect the directory PC and re-connect their laptop computer and have
access to the corporate network. For the port servicing the lobby, which three configuration steps should be performed
on the switch to prevent this? (Choose three.) 

A. Enable port security. 

B. Create the port as a trunk port. 

C. Create the port as an access port. 

D. Create the port as a protected port. 
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E. Set the port security aging time to 0. 

F. Statically assign the MAC address to the address table. 

G. Configure the switch to discover new MAC addresses after a set time of inactivity. 

Correct Answer: ACF 

If port security is enabled and the port is only designated as access port, and finally static MAC address is assigned, it
ensures that even if a physical connection is done by taking out the directory PC and inserting personal laptop or
device, the connection cannot be made to the corporate network, hence ensuring safety. 

 

QUESTION 4
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Which of the following is true regarding the configuration of SwitchA? 

A. only 5 simultaneous remote connections are possible 

B. remote connections using ssh will require a username and password 

C. only connections from the local network will be possible 

D. console access to SwitchA requires a password 
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Correct Answer: B 

Ssh login requires a user name and password always while other conditions may or may not be true. 

 

QUESTION 5

What are two common TCP applications? (Choose two.) 

A. TFTP 

B. SMTP 

C. SNMP 

D. FTP 

E. DNS 

Correct Answer: BD 

SMTP uses TCP port 25, while FTP uses TCP ports 20 and 21. http:// pentestlab.wordpress.com/2012/03/05/common-
tcpip-ports/ 
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