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QUESTION 1

A user has an RSA SecurlD Key Fob. The Key Fob Change Interval is 60 seconds and has been used successfully in
the past. If the RSA Authentication Manager is now out of synch with the token by 2 minutes, what will happen when the
user tries to authenticate?

A. Authentication Manager will automatically adjust the token offset value and authenticate the user.

B. Authentication Manager will reject the PASSCODE and the user will receive an "Access Denied" message.

C. Authentication Manager will post a "Token Requires Resync" message in the log and deny access to the user.

D. Authentication Manager will request the user for next tokencode, adjust the user\\'s token offset value, and
authenticate the user.

Correct Answer: D

QUESTION 2

Using the “Generate Configuration File\\' function of the Security Console helps to establish
A. RADIUS client profiles.

B. Aconnection to a Replica instance.

C. Aconnection to external Identity Sources.

D. Communication with Authentication Agents.

Correct Answer: D

QUESTION 3

What action will allow an Authentication Agent to register automatically with RSA Authentication Manager?
A. Edit the Authentication Agent Access Policy to allow auto-registration

B. Enable "Allow authentication agent auto-registration” in the Agent record

C. Select the option to "Allow Auto Registration" during installation of the Agent

D. Add "Auto-Registration=ALLOW" as a parameter value in the sdconf.rec file

Correct Answer: B

QUESTION 4
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The Authentication Activity Monitor is helpful in which of the following cases?
A. Monitoring a user\\'s network path to the Web Tier server

B. Locating RSA SecurID tokens that are near their expiration date

C. Defining parameters for the Self-Service Troubleshooting Policy

D. Troubleshooting authentication attempts while in direct contact with the user

Correct Answer: D

QUESTION 5

A User Group can include which of the following as members?
A. other User Groups

B. user Identity Attributes

C. LDAP Identity Sources

D. tokens assigned to users

Correct Answer: A
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